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Abstract

Providing shared-memory abstraction in message-
passingsystemsoften simplifies the developmentof dis-
tributed algorithms and allows for the reuseof shared-
memoryalgorithmsin the message-passingsetting. A ro-
bust emulationof atomic single-writer/multi-readerregis-
ters in message-passingsystemswasdevelopedby Attiya,
Bar-NoyandDolev (1995).Thisemulationwasextendedby
Lynch andShvartsman(1997)to multi-writer/multi-reader
registersusingreconfigurablequorumsystems.In thiswork
wepresenta new atomicmulti-writer/multi-readerregister
servicethat includesa fault-tolerant reconfiguration ser-
vice. This new emulationhas a substantiallyimproved
performanceand fault-tolerancecharacteristics.We intro-
ducetheconceptof intermediatequorumconfigurationsand
showhowtheycanbeusedbyreaders/writersduringrecon-
figuration. The result is that the quorumreconfigurations
are graceful: readers and writers no longer “b usy-wait”
during reconfigurations,but are able to completetheir op-
erations. An additional advanceis that the reconfigurer is
eliminatedas the singlepoint of failure. Whenthe recon-
figurer fails, readers and writers continueusing interme-
diate configurations. In finite executions,read and write
operationsterminatein boundedtimeusingboundednum-
ber of messages(the boundsdependon the “curr ency” of
the configuration at the invoker of the operation). Finally,
the serviceplacesno restrictionson the installedquorum
configuration: a previouslyinstalledquorumsystemcanbe
replacedby an arbitrary new quorumsystem. Our algo-
rithms are specifiedusingI/O Automata;the safetyproofs
usethepartial ordertechniquesandinvariants,andtheper-
formanceis assessedusingoperational reasoning.

1. Intr oduction
Algorithmsfor multiprocessorsarecommonlyexpressed

usingeitherthe shared-memoryparadigmor the message-
passingparadigm.For distributedalgorithmsto be practi-
cal, thealgorithmsmustbeefficient andscalable,andthey
must tolerateasynchrony, andcomponentfailures. It has
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beenobserved that in many casesit is easierto develop
efficient fault-tolerantalgorithms for the shared-memory
modelthanfor themessage-passingmodel. Consequently,
in suchcasesthereis valuein developinganalgorithmfirst
for the shared-memorymodelandthenautomaticallycon-
verting it to run in the message-passingmodel. It is like-
wiseadvantageousfor message-passingalgorithmsto have
accesstobuildingblocksprovidingshared-memoryabstrac-
tion in distributedsettings.

Among the importantresultsin this areaare the algo-
rithmsof Attiya, Bar-Noy andDolev [5] whoshowedthatit
is possibleto emulateatomic sharedmemoryrobustly in
message-passingsystems. They show that any wait-free
algorithm for the shared-memorymodel that usesatomic
single-writer/multi-readerregisterscanbe emulatedin the
message-passingmodelwhereprocessorsor links aresub-
ject to crashfailures. Thesealgorithmsarebasedon pro-
cessormajoritiesand thus are able to toleratefailure pat-
ternswhereany minority of processorsaredisabledor are
unableto communicate.This resultwasfurther optimized
by Attiya [4] who improvedthemessagecomplexity of the
boundedtime-stampsalgorithm.

Motivatedby [5], LynchandShvartsman[26] developed
arobustemulationof multi-reader/multi-writeratomicreg-
istersusingreconfigurablequorumsystems, wherea desig-
natedprocessoractsasthe reconfigurer. The approachof
[26] recognizedthata serviceproviding anatomicregister
abstractionin adistributedsettingneedsto supportmultiple
writers aswell asmultiple readers,and it mustbe ableto
ensureatomicityusingmeansthataremoreflexible andef-
ficientthanthemajorities.As theresult,thatapproachspec-
ified the multi-reader/multi-writerprotocol that relies on
quorumsystems,whichin turncanbedynamicallychanged
duringthesystemoperation.Thesystemprovidesanappli-
cation interfaceusedto submit read/writerequests,anda
managementinterfaceusedto install new quorumsystems
in responseto failuresandto changingprocessorloads.The
managementrequestsaresubmittedatasinglereconfigurer
thatis responsiblefor initializing andfinalizing theinstalla-
tion of new configurations. Theprotocol[26] is complex
andinvolvesseveral subtlephases.To insuresafetyof re-
configurations,the protocol restrictedthe ability of some
readsandwrites to make progressduringreconfigurations.
We illustratewhy this wasnecessaryin [26] with the help
of Figure1. Theexampleshows the timelinesof four pro-
cessors,� (the reconfigurer),� , � and 	 , wherethe arrows
representselectedmessagetransmissions.The communi-
cationis doneusingquorum-acknowledgedbroadcasts(we
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Figure 1. Illustrating the need to prevent writes from completing during reconfigurations in [26].

omit mostmessagesthat have no impacton the protocol).
The systembegins with the currentquorumconfiguration
with the readquorums +,�.-���-���/ and +���-�	0/ , and identical
write quorums(for simplicity). Responsesfrom thesequo-
rumsaremarkedby dashedboxes.Assumethata new con-
figurationis submittedby thereconfigurer� . Thisnext quo-
rum systemhasthe readquorums+,�.-��,/ and +���-���-�	0/ , and
identical write quorums. Responsesfrom thesequorums
aremarkedby solid line boxes.Accordingto thealgorithm,
thereconfigurerusesa broadcastto queryotherprocessors
for the latestvalueand the versionof the sharedregister,
seecallout 1�2�3 . Once a completequorumresponds,the
reconfigureracceptsthe valuewith the maximumversion
number. Now we assumethat registerwrites are allowed
to completeduring the reconfiguration(of coursethe pro-
tocol [26] preventsthis). Supposethe processor� startsa
write 15463 by queringotherprocessorsfor their latestversion
numbersandvaluesvalues.Let +���-�	0/ bethefirst respond-
ing quorum. The processor� incrementsthe latestversion
andpropagatesthenew versionandvalue 18793 . Notethatthis
new versionnumberis strictly greaterthantheversionthat
thereconfigurerknowsabout.Thewrite completesafterthe
quorum +���-�	0/ confirmsthe write (3). Now the reconfig-
urerpropagatesits outdatedversionnumberandvalue 1;:<3 ,
andafterthenew quorum +��.-��,/ responds,thereconfigurer
confirmstheinstallationof thenew configurationto all pro-
cessors1>=63 , andoncethe quorum +��?-@�,/ responds,it com-
pletesthe reconfiguration.The result is that a future read
might not returnthevaluelastwritten in 1>4�-�7�3 , but theone
propagatedby thereconfigurerin 1;:<3 . Hencetheatomicity
of thesharedregisteris violated. Thereforethealgorithms
in [26] do not allow the steps 1>4�3 or 187�3 to completeuntil
the reconfigurationcompletes15=63 . This ensuresthe safety
of the protocolat the expenseof the livenessof readsand
writes that are concurrentwith a reconfiguration. In par-
ticular, the systemcouldstarve if the reconfigurerstopped
during the installationof a new configuration,effectively
leaving the emulatedsharedregisterpermanentlyinacces-
sible. Note that the alternative, which favors reads/writes,
andthatblocksa concurrentreconfigurationis alsonot sat-
isfactory.
Contrib utions. In this paperwe presenta robust emula-
tion of atomicmulti-reader/multi-writermemoryusingdy-

namic quorumconfigurations. The emulationincludesa
fault-tolerantquorumreconfigurationservicethat allows a
greatdealof asynchrony andthatdoesnot usequorumsfor
locking or mutualexclusion.Themainresultsin this paper
make thefollowing contributions:
1. We presenta protocol for multi-reader/multi-writer
atomicregistersthatallowsall readandwrite operationsto
completein finite numberof steps,usingboundednumber
of messages,whenthereconfigurationscompleteaswell as
whenthe reconfigurerfails (provided the quorumsystems
arenot disabled).
2. Weintroducetheconceptof intermediatequorumconfig-
urationsandthequorum-joinoperationthat,givenany two
quorumconfigurations,computesthe correspondinginter-
mediateconfiguration.
3. Our protocol ensuresthe liveness of the multi-
reader/multi-writerprotocolby usingtheintermediatecon-
figurationsin the way that allows concurrentreconfigura-
tions andthat toleratesthe failureof the reconfigurer, thus
eliminatingthereconfigurerasthesinglepointof failure.
4. Theclientsof our managementinterfacecansubmitar-
bitrary new quorumconfigurations,regardlessof any inter-
sectionpropertieswith any of thepreviousquorumconfig-
urations.
Our systemis designedin a modularway andis specified
asa compositionof components.We useInput/OutputAu-
tomata[27, 25] to specifyall componentsandalgorithms.
The safety proofs, which are omitted for spacereasons
andaregiven in the full paper, usethe partial order tech-
niquesand invariants[25] . The safetyof the systemis
shown assumingcompleteasynchrony of the processors
andmessage-passing.The processorsmay have arbitrary
relative speeds(herestoppedprocessorstake infinite time
to completea step),andmessagesmay incur arbitrary in-
transitdelay(heremessagelosscorrespondsto infinite de-
lays).
We useoperationalreasoningto assesstheconditionalper-
formanceof the system. To do this we assumethat there
is a constantA that representsthe upperboundon time it
takesfor the active (non-stopped)processorsto performa
local computation,andthe upperboundon messagedelay
for messagesthat aredelivered. We also assumethat the
quorumsystemsarenot disabled(i.e., we assumethat the
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processorsin at leastonereadquorumandat leastonewrite
quorumare active). In our system,the installedquorum
configurationsand the intermediateconfigurationscan be
sequentiallynumbered.We definethe “distance”between
any two suchconfigurationsasthedifferencebetweentheir
sequencenumbers.We show thefollowing:
5. Any reconfigurationof quorumstakestime at most 2�=�A
andat most BDC messages,where C is the initial numberof
processors.
6. Let E be the time suchthat either all reconfigurations
completeby time E , or thatthelastreconfigurationactiveat
E never completes.Any reador write operation,startedat
processorF that doesnot fail, takesat most 2,G�AIHJ	LK<=�A
time, andat most 154D	MHN:<3�C messages,where 	 is thedis-
tancebetweenthehighestconfigurationanywhereat E and
theconfigurationof F at theinvocationof theoperation.
7. If a reador awrite operationat processorF startsat timeE�O andcompletesattime E�P , then E�P9QRE�ORSJ2�G�A.HT18	0HM4D��3�KU=�A ,
andthenumberof messagessentis atmost 18:VHW4D	XHY:9��3�C ,
where 	 is the distancebetweenthe highestconfiguration
anywhereat E�O and the configurationof F at E�O , and � is
thenumberof reconfigurationsthatareconcurrentwith the
operation.

Developingprotocolsthat meetthe designgoalsin our
setting is difficult. We do not assumethe availability of
reliablebroadcasts,thusnot all processorsmaylearnof the
ongoinginstallationof a new configuration. Furthermore,
sincewe allow processorsto take stepsthat arearbitrarily
long, thereconfigurerin particularmaybecomeout of date
with respectto readsandwritesduringtheinstallationof a
new configuration.We needadistributedsolutionthatdoes
not rely on theavailability of thereconfigurerto take steps
at the samepaceasany otherprocessorat any given time.
Finally, sincewe allow arbitrary new quorumsystemsto
be installed,we cannotrely on any intersectionproperties
amongquorumsof differentconfigurations.

Thenew emulationusesa singlereconfigurerasin [26],
however the rôle of the reconfigureris different, resulting
in the reconfigurerno longer being a single point of fail-
ure.In its new rôle,thereconfigureris responsiblefor emit-
ting new quorumconfigurations,and it helpsshepherding
the new configurationtowards its installation. We show
that our systemis not obstructedby a reconfigurationin
progressor by a tardyor stoppedreconfigurer. In our sys-
tem,processorscontributeto installationsof new configura-
tionsandintermediateconfigurationswhile participatingin
routineread/writeoperations.Theoverallsolutionsis spec-
ified in termsof the compositionof two layers:The lower
layer usesthe Z primitive [26] that providesan unordered
broadcast-convergecastservice. We also show an imple-
mentationof Z using point-to-pointchannels. The lower
level admitsotherimplementationsandit is not difficult to
optimize its messagecomplexity by replacingbroadcasts
with multicaststo specificquorumsandby cancellingun-
necessarypendingresponsesusingnoticespiggybackedon
othermessages.Thehigherlayeralgorithmemulatesmulti-
accessregisterswheredynamicquorumsystemsareusedto
ensureatomicity[20, 23, 25].

Thesolutionimplementedasacompositionof layersre-

flectspracticalsystemconcernsdealingwith communica-
tion efficiency, with fault-toleranceandwith systemman-
agement(i.e.,with supervisionandcontrolof thesystemso
thatit fulfills therequirementsof its users,cf. [34]). Whena
quorumsystemneedsto bereconfigured,this is doneusing
themanagementinterfaceof our service.Reconfigurations
are transparentto the clients that areusing the functional
read/writeinterface.Themanagementinterfacecanbeused
to tune the performanceof a distributedsystembasedon
currentandhistoricalobservations[33]. A resourceman-
agercanmonitor systemperformanceandavailability and
evolve thequorumsystemusingthemanagementinterface.
Related work. The work of [5] shows how to use ma-
jorities in implementingatomicregisters,andit is extended
in [4]. Dynamicquorum-basedemulationis given in [26].
Quorumsystems[16] aregeneralizationsof majorities. A
quorumsystem(alsocalleda coterie) is a collectionof sets
suchthatany two sets,calledquorums, intersect[15]. An-
otherapproachdividesthequorumsysteminto a collection
of readquorumsandacollectionof write quorumssuchthat
any readquorumintersectsany write quorum,andany two
write quorumsintersect.Quorumshavebeenusedto imple-
mentdistributedmutualexclusion[15] anddatareplication
protocols[12, 18]. Quorumscan be usedwith replicated
datain transaction-stylesynchronizationthatlimits concur-
rency (cf. [8]). Many otherreplicationtechniquesusequo-
rums [1, 6, 7, 13, 14, 17]. An additional level of fault-
tolerancein quorum-basedapproachescanbeachievedus-
ing thebyzantinequorumapproach[28, 3].

We have recentlyusedthetechniquesin [26] andin this
work to develop a way of integrating dynamic quorums
within a groupcommunicationservice[11]. Thatwork in-
troducesthenotionof primaryconfigurationsandprovides
adynamicprimaryconfigurationgroupcommunicationser-
vice. Thegroupcommunicationservicealsoallows oneto
implementatomic registers,however in that work we re-
quirethatthenew quorumshavespecificintersectionprop-
ertieswith previous configurations,whereasin this paper
weallow for arbitrary new configurationsto beinstalled.

Consideringthe fault toleranceof quorumassignments,
thereexistsa varietyof previousresearch.Probabilisticap-
proachessuchas [2, 24, 30, 31], develop methodsto de-
terminethe likelihoodthat progressis achieved given that
a non-adaptive quorumsystemis used. Processorsareas-
sumedto fail with a known probability, so a quorumas-
signmentcan be selectedmaximizing the probability of
progress. This methodcan also be usedwith our emula-
tion to allow a systemmonitor to evaluatethe currentsys-
temandto makedecisionsconcerningits replacement.The
deterministicapproachin [9] generatesa staticquorumas-
signmentthatguaranteesto maska predeterminednumber
of failures.Otherapproachesachieveadaptivedeterministic
fault-toleranceby having eachprocessor, basedoninforma-
tion aboutprocessorfailures,computetheprocessorsin its
quorum.

Anotherimportantapproachto quorumadaptationis dy-
namicvoting [19, 21, 22]. In [21] no singleprocessoracts
asa reconfigurerandtheapproachrelieson locking andre-
quiresthatat leasta majority of all theprocessorsin some
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previously updatedquorum(or half of all the processors
in somepreviously updatedquorumplus the distinguished
site) arestill alive. The approachin [22] doesnot rely on
locking,but requiresat leasta predefinedMin quorumsize
numberof processorsto always be alive. The decentral-
ized on-line quorumadaptationof [7] assumesthe useof
Sanders[32] mutualexclusionalgorithm,whichagainrelies
on locking. [7] allowsup to C[QN2 processorfailuresbut no
link failures.Our approachtakesa distributedsystemman-
agementview wherereconfigurationmustbe gracefuland
asynchronous,and it must not obstructclient operations.
Furthermore,thequorumsdonotevolvespontaneously, but
areto beevolvedin responseto specificsystempoliciesand
observations.

2. Solution Structure, Modelsand Notation
Theemulationsystemis architectedin termsof two main

protocollayers.Thehigherlayerprovidesthereconfigurable
atomicread/writeregisterserviceto its usersthat hastwo
interfaces.Theapplicationinterfaceprovidesits clientwith
read/writeaccessto atomicregisters,andthe management
interfaceallows a systemmanager(a useror a system)to
reconfigurethequorumsby submittingnew quorumconfig-
urations.
Functional interface: The clients of the servicesubmit
read requests(or write requests)at any processor\ of the
system. Once the operationcompletes,the client is in-
formedby meansof the read-confirm1;]�3 event containing
the read value ] (or write-confirm event concluding the
write). From the standpointof the client, thesereadand
write operationsare independentfrom any quorumrecon-
figuration.
Managementinterface: Themanagementinterfaceallows
an externalsystemmonitor to adaptthe quorumsystemin
responseto thethechangesin theenvironment,e.g.,by re-
acting to failuresand load imbalances.The monitor sub-
mits arbitrarynew quorumconfigurationsby meansof the
recon1>^_3 requestat the designatedreconfigurerprocessor` . Whenthe reconfigurationcompletes,the monitor is in-
formedvia therecon-confirmevent.

Wedonotspecifytheclientsof thesystem,i.e.,theusers
of theread/writerserviceandthemonitor.

Thelower level providesthebroadcast-convergecastser-
vice (the Z primitive) to thehigherlevel. It is presentedin
Section5.
2.1. Model and Conventions

We use the following message-passingmodel in this
work. Thereare C asynchronousprocessorswith unique
identifiersin thesetPID. For simplicity we assumeacb�dfe
+�26g�g�g�g�-�Ch/ . Processorcommunicateat thelevel of abstrac-
tionof thenetworklayerusingpoint-to-pointmessages,i.e.,
in normaloperations,any processorcansendmessagesto
any otherprocessor, thedelivery is unreliable,but themes-
sagesarenotcorrupted.In thecaseswhereamessageis sent
to all processors,broadcastcanbe usedwithout assuming
any atomic,FIFO or causalproperties.

The following failure model is used. Processorcrashes
andrestartsareapproximatedby subjectingthe processors

to unboundeddelayswith theadditionalassumptionthatthe
statecomponentsdefinedin the specificationarestoredin
non-volatile storage.Link failuresmay make somenodes
unreachable(someof thetime or permanently).

In safetyproofswe do not make anyassumptionsabout
the lengthof time it takesfor a messageto bedeliveredor
theamountof time it takesto performa local computation.
To evaluatethe performanceof thealgorithms,we assume
thateitherpoint-to-pointmessagesaredeliveredandlocally
processedin boundedtime (unknown to theprocessors),or
not deliveredat all, and that the quorumsystemsare not
disabled,i.e.,at leastonequorumis ableto respond.

For the rest of the paperwe definethe following data
typesandconventions:OID ejihk;l6mon�pTqcb�dIk is the setof
uniqueoperationidentifiers,whereOID k is thesetof iden-
tifiers generatedby processor\ and for \sreut we have
qvb�d kow qvb�dMxye{z . | is the naturalsstartingwith 0. }
is the setof registervalues,with a distinguished]�~���} .
For any set � we define �o� to be ��i�+��M/ , where � is a
distinguishednull value.

2.2. Programming Notation and Methodology

Thespecificationsin this paperaredonein termsof I/O
automata[25, 27]. Eachautomatonmodelsa statemachine
with statesandtransitionsbetweenstates,whereactionsare
associatedwith setsof statetransitions. Thereare input,
outputand internalactionslabeledby Inp , Out and Int re-
spectively. A particularactionis enabledif f the precondi-
tions (labeledPre:) of that actionaresatisfied. The state-
mentsgivenaseffects(labeledEff: ) areexecutedasa pro-
gramstartedon theexisting stateandatomicallyproducing
thenext stateastheresultof thetransition.

The automataare input-enabled, where the precondi-
tions of the input actionsarealwaystrue,andwe omit the
preconditions“Pre: true” from thespecifications.We make
useof the compositionsof automatathat yield other au-
tomata(see[25] for details). Whenwe composetwo au-
tomata,the actionsthat areuniqueto eachautomatonre-
main unchangedin the composition. Whentwo automata
includeidentically namedactions,oneof the actionsmust
be an input action and the other an outputaction. In the
compositionthis producesan actionwith the samename,
whosepreconditionis thepreconditionof theoutputaction,
andwhoseeffects is the sequentialcompositionof the ef-
fectsof the two actions. In our specifications,it is always
possibleto establishthroughstatic “compile-time” check-
ing that the effectsof the two actionsbeingcomposeddo
not interferewith eachother. Compositionis associative
andcommutative. We use � to denotethe infix composi-
tion operator, andwe usetheproductnotation � to denote
compositionsof severalautomata.

An execution� of anI/O automaton� is a sequenceof
alternatingstatesandactionsof � startingwith the initial
state. The traceof � , denotedby E ` �9���91>��3 , is the subse-
quenceof � consistingof all the externalactions. We say
thatautomaton� implementsautomaton� whenthesetof
the tracesof � is a subsetof thesetof the tracesof � . In
theperformanceanalysisweconsiderfinite executions.
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3. Intermediate Configurations and Graceful
Reconfiguration

By gracefulreconfiguration we meanthat the readand
write operationsare able to successfullycompleteduring
the reconfiguration,even if the reconfigurationis perma-
nently stalledbecauseof a reconfigurerfailure. Graceful
reconfigurationis implementedwith thehelpof intermedi-
atequorumconfigurations. As we will show, intermediate
configurationsobviatetheneedfor read/writeoperationsto
“busy-wait” duringreconfigurations.

In this sectionwe let � denotea finite set(of processor
identifiers).We define:

Definition 3.1 Let ��-�� ��4�� such that ����k���� ,
����k>� x �f� , ��k w � x re�z , and ��k w � x re�z , then� e �;� , �¢¡ is a quorumconfiguration of � , with �£e� g ` ���9	 , �¤e � g ¥ ` \5E�� .

We definethequorum-joinoperation:

Definition 3.2 Let ¦M-,¦�§I�¨4�� . We definethe quorum-
join of ¦ and ¦�§ to be ¦ª©ª¦�§?«¢+�¬�i®­f¯D¬°��¦²±®­f�
¦R§8/ . We definethequorum-joinof quorumconfigurations� e¨�;� , �¢¡ and

� §³e´�;�L§ , �J§µ¡ to be
� © � §¶«´�·�¸©

�L§8-��¹©��J§µ¡ .
Weshow thatquorum-joinof two quorumconfigurations

is alsoa quorumconfiguration:

Lemma 3.1 Let � be a set,
� eº�·� , �¢¡ be a quorum

configurationof � . Then
1. �.¬u�¢� , �»� k �²� : 1>� k i�¬�3 w � k resz , ��� k ��� :
1>� k i[¬�3 w � k re¼z .
2. �»¬�-�­{��� , ��� k �yx½�y� : 15� k i[¬�3 w 1>�yx¾i®­M3½re¼z .
3. �.¬Y-�­j�ª� , ��� k �W� , �¿� k ��� : 1>� k iÀ¬�3 w 1>�yx³i­M3�re¼z .
Theorem3.2 Let

� e{�·� , �¢¡ , � §�e{�·�L§ , �s§µ¡ bequorum
configurationsof � , then� © � § is a quorumconfigurationof � .

Our new algorithms(formally presentedin Section6)
useintermediatequorumconfigurations, expressedin terms
quorum-joins,to prevent the problemdescribedin the ex-
amplein Figure1. If a processorhasa previously installed
configuration

�
, andit learnsof a new proposedconfigura-

tion
� § , then,insteadof “busy-waiting” until theinstallation

of
� § is finalized,it proceedswith its read/writeoperations

usingthe intermediateconfiguration
� © � § . The individ-

ualquorumintersectionpropertiesof both
�

and
� § arepre-

served in
� © � § (Lemma3.1). The useof intermediate

quorumconfigurations,aswe show in Section7.1, makes
it safeto proceedwith readsandwritesduringthe installa-
tion of a new configuration.Furthermore,this hasthepos-
itive effect of “helping” the reconfigurerin installing new
configurations,sincethe messagessentby readers/writers
propagatenew configurations.Finally, thesizesof thequo-
rumsin quorum-joinsarenomorethantwice themaximum
sizeof theoriginalquorums.

Theorem3.3 If ¦ O -,¦ P ��4D� , then ÁIÂDÃ0Ä,+<Å ÆÇÅ?¯<ÆL�È¦ O ©
¦ P /½SÉ4hÁÊÂ�ÃÇÄ,+�Å ÆÇÅ<¯�ÆM�²¦ OhË ÆÌ�²¦ P / .

4. Formal SystemStructure
We specifysystemsin a modularway ascompositions

of automataandwedefinethefollowing automataandtheir
compositions:
Reader/Writer: Thisautomatonspecifiesthealgorithmfor
readsandwrites. The automatonat processor\ is denoted
by ÍIÎ kÐÏ . Thereare C reader/writerautomata,onefor each\¾��+�2�-�g�g�g�-�Ch/ .
Reconfigurer: This automatonspecifiesthe reconfigurer
algorithm. One of the C processors,̀ , is selectedto act
asthe reconfigurer, who initiatesinstallationsof new con-
figurations.Thisautomatonis denotedby � ec.
The broadcast/convergecastspecification: This broad-
cast/convergecastusedby Í Î kÑÏ and � ec is specifiedby au-
tomatonZ Î kÑÏ . The Z primitive is definedasthecomposition
ZYeÉ��Òk;Ó O Z Î kÐÏ .
Communication channels: The low-level unidirectional
message-passingchannelfrom processor\ to t is denoted
by ��Ô k8Õ x .
The broadcast/convergecastimplementation: Thebroad-
cast/convergecastis implementedby the automataÖ Î kÐÏ at
each \��×+�2�-�g�g�g�-�Ch/ using the channels. Formally, Z is
implementedby Z�ØÚÙhÛ�Ü that is definedas the composition
Z ØÚÙhÛ�Ü eÝ��ÒkÑÞ O Ö Î kÐÏ �V�½O@ß k;Õ x�ß Ò ��Ô k;Õ xThe atomic Read/Write service (the system): We define
thesystemà thatprovidesthatatomicserviceasthecom-
positionof all Í Î kÑÏ automata( 2áSª\¶SÝC ), thereconfigurer
� ecandthe Z primitive: à³eª� ÒkÐÞ O 18Í Î kÐÏ 30����â@ãä�hZ . Weuse
à to provethesafetyof ouremulationin Section7.1.
Systemimplementation: To evaluatethe performanceof
the system,we define the systemimplementation,called
à�ØÚÙ�Û�Ü , as the compositionof all Í Î kÐÏ automata( 2åSæ\[S
C ), the reconfigurer � ec and the implementationZ�ØÚÙ�Û�Ü :
à�ØÚÙ�Û�Ü5eÉ� ÒkÑÞ O 18Í Î kÑÏ 3��¶��â@ã¶�¶Z�ØUÙ�Û�Ü . Theanalysisis in Sec-
tion 7.2.

Wenow formally defineZ and ZhØÚÙ�Û�Ü (Section5),andthe
algorithmsfor reader/writerÍ Î kÐÏ andthe reconfigurer� ec
(Section6).

5. The Broadcast/ConvergecastPrimiti ve ç
The Z primitive was introducedin [26], andwe useit

for quorum-acknowledgedbroadcastsin our protocol and
for showing the safetyof our solution. In the full paper,
we also formally presentthe implementationof Z , called
Z ØÚÙhÛ�Ü , andsuggestedin [26] andwe use Z ØUÙ�Û�Ü in assessing
theperformanceof theprotocol.The Z primitiveconstitutes
the lower layerof theoverall emulation.Theservicespeci-
fied by the primitive providesthe client with the ability to
performquorum-acknowledgedbroadcasts, andit returnsto
theclient theresultsof thecondenserfunctionthat is com-
putedon theresponsesto thebroadcast.

5.1. The Implementation Ö Î kÐÏ
In the full paperwe presenta straightforward imple-

mentationof the Z primitive. The implementationuses
send/receivepoint-to-pointchannels.Eachchannelis mod-
eledhaving è,��C¿	.1;éy3 k8Õ x and ` ����]»1;éy35x Õ k actions,for \@-5t��acb�d . Suchchannelshave very simplespecification.Recall
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Data-types:êÊë
, configurationindiceswith selectors�D��ì and ��í;� (variablesare î 
�ï6
���í î )ð ë

, configurationpairswith selectors�D��ì and ��í;� (variablesare ñ 
�ò )
Acknowledgmentvaluesfor thequeryphase
areof thetype ó ôTõ¾ö�÷Môáøªô ê ë ôÀù ë .
Theselectorsare:
msg úTó , themessagetypeof “query-ack”
val úIû , thedataobjectvalue
tag úáü , thetagof theobject
cix ú ê ë , theconfigurationindex pair
cfg ú ð ë , thequorumconfigurationpairý�þ�ÿ ô ÿ ô�� � with selectors:

act: theindex of theactive quorum
bid: theindex of theproposedquorum
qrm: thecurrentlyusedconfiguration

Condenserfunctions:����� (a).( � �	� 
���
 �����>
��	� 
���
 ì5���������� ���	� 
���
 ì �������	� � ��
 ì ��� ), maximumtag� ��� (a).( � �	� 
���
 ��í î 
���� 
���
! #"%$&� :��� ���	� 
���
 ��í î �W�	� � ��
 cix), maxindex andits config.

Stateof the reader/writer: (for eachí ú PID)ì5��� úÊø , initially ì ��� þ ��' 
 ' ������ ú�( , initially ����� þ �*) ú+(,&-/.0,21�3�4 $ úáø , tagusedin propagatingresults,
initially ��' 
 ' �

prop-val úLõ¾ö�÷ , initially 5
status ú 
 query-ready, query-active, prop-ready,

prop-active, prop-done� , initially query-ready
requestú 
 � “r ead” � , � ���76 ( 
 � “write” ��� ôTû )
ack-q, a finite sequenceof ó ô98�: , initially empty
usedú9;

Figure 2. Reader/writer Í Î kÐÏ specification; Part I, data types and states

thatwe havedefinedtheimplementationZ ØÚÙhÛ�Ü asthecom-
positionof Ö Î kÐÏ andthechannelautomata.Main differences
betweenZ andeachÖ Î kÑÏ arethatin Ö Î kÑÏ , (1) insteadof the
global <@F , eachprocessormaintainsa statecomponent<@F
for invocationsit initiates,and(2) messagesarecommuni-
catedusingthechannelswith thehelpof queuesout-qand
deliver-q. We show that ZhØÚÙ�Û�Ü implementsZ .
Theorem5.1 Z�ØUÙ�Û�Ü implementsZ .
We next assessthe conditionalperformanceof Z�ØUÙ�Û�Ü (as
suggestedin [26]).
Theorem5.2 Supposein any executionof ZhØÚÙ�Û�Ü : (a) there
is a constantupper bound A on the time required for a
processorto read all received messages,perform a local
computation,and sendreplies,(b) the sameupperbound
holdson time requiredfor a messageto be deliveredif it
is ever to bedelivered,and(c) thereexistsa setof proces-
sors = �yÆ<g Æ ` é suchthatthey receive therequestandtheir
condensedacknowledgmentsaredeliveredto theinvokerof
thesubmit. Thenatmosttime =�A passesbetweenthesubmit
transitionandthematchingrespondtransition,andthereare
atmost 4DC messagessentastheresultof thesubmit.

Finally note that Z ØÚÙ�Û�Ü is intentionally designedto be
verysimpleto show that Z is easilyimplementable.

6. The Shared-Memory Emulation
In this sectionwe presentthealgorithmthatimplements

the resilient multi-reader/multi-writeratomic register ser-
vice. Wepresentthesolutionfor oneemulatedregister. The
solution is extendedto multiple emulatedregistersby us-
ing instancesof the algorithmin parallel. We presentthe
emulationalgorithmsin threeparts. First we describethe
representationof the registersand the quorumconfigura-
tions. Thenwe presentthe reader/writerautomatonÍ Î kÐÏ ,
andfollow with thereconfigurerautomaton� ec.
6.1. Registersand Configurations

The register is representedby its value ]9�?> and its tag
E��6A , andit is replicatedat all processors.Eachtagis a pair
consistingof a sequencenumberseqanda processoriden-
tifier pid. Thetagsarecomparedlexicographically( @BADC/E ).

EachprocessorF also maintainspairs of quorumcon-
figurationsandconfigurationindices. A configurationin-
dex, cixF , is a pair of configurationsequencenumbers

�8��\%Gäg �<��E�-���\%Gog �@\�	9¡ F . They aresuchthat cix.actF is the se-
quencenumberof the active configurationat F , cix.bidF is
the sequencenumberof the proposedconfigurationat F .
The indicesareusedto compareconfigurationsandto de-
tecttheinstallationof new configurations.

Eachconfigurationindex correspondsto a configuration
pair, cfgF = ��ãIHKJ.gML�ãON,-,ãQPSRägMTQP�U0¡%F , wherecfg.actF is the ac-
tive configurationat F and cfg.bidF is the proposedcon-
figuration at F . When cix.actF = cix.bidF , it implies that
ã�HKJ.g#L6ãQNÐÛIe{ã�HKJ.g#TOP�U�Û , andthattheproposedconfigurationis
acceptedasactive. Configurationindex pairsarecompared
lexicographically. When ãQPSRägML�ãONÐÛV@ ãOPSRäg#TOP�U�Û , the config-
urationis intermediate. Whenusingreador write compo-
nentsof intermediateconfigurations,processorsusejoins
( © ) of theappropriatecomponentsof cfg.actF andcfg.bidF .
6.2. The Reader/Writer Automaton Í Î kÐÏ

We give thecodeof thealgorithmfor a reader/writerin
Figure2 andin Figure3. Figure2 shows thecommondata-
typesandstates,while Figure3 shows thetransitions.

Thereadersandthewritersusethesamealgorithm.The
only differencebetweenthe readsand the writes is that a
writer assignsa new tagby incrementingthemaximumtag
found,while a readersimply usesthemaximumtag.

Eachreador write operationconsistsof two phasesin
eachof which Z is invoked oneor moretimes. Iterations
occuronly whentheusedconfiguration,i.e., theindex-pair
of activeandproposedconfigurationat theinvokingproces-
sor, is lessthan(lexicographically)the maximumconfigu-
ration index returnedto the invoking processor. If a higher
index is detected,it is adoptedandtheprimitive is invoked
againusingtheconfiguration(s)correspondingto thehigher
index pair. This ensuresthat obsoleteconfigurationscan
bedetectedby a processorthatwantsto performa reador
a write. The first phase,query, usesactive readquorums
if ��\WGäg �<��EIej��\%Gog �@\�	 andthe intermediateconfigurationif
��\%Gog �<��EX@ ��\%Gog �@\�	 . The secondphase,propagation, uses
active write quorumsif ��\%Gog �<��EXes��\%Gäg �@\�	 andtheinterme-
diateconfigurationif ��\%Gog �9��E9@f��\%Gog �@\�	 . Variable Y (sub-
scriptedwhennecessary)will be usedto uniquelyidentify
the client-level reador write operationsoccurringin some
execution.Formallywemake thefollowing definition:

Definition 6.1 Thephasesof anoperationY aredefinedas
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Transitions of the reader/writer:
Inp write Z![*\!]

Eff: request:= ^ “write”, v _
Inp read]

Eff: request:= ^ “r ead” _
Out submit( ^ “query” , `ba%cd_ , ^Me (a).(“query-ack” ), f�aIgh_ , i*a�j#kQ\ ]

Pre: status= query-ready
requestlm ^�_
cix n o*p/q = cix n r%j#k7sti m cfgn o*p/q%n uwv0o*k
cix n o*p/q�x cix n r%j#kyszi m cfgn oQp/q%n uwv{oQk}| cfgn r%j#kbn uwv{oQk

Eff: status:= query-active
used:= ^W~����&nS�K�!��a0~����&n��O~0�/aK�w_

Inp respond( ^ “query-ack” , ^D[�aWq�_%a{^!`ba%c�_&_ , j#kQ\ ]
Eff: if ^ used.act,used.bid_���` then

if request= ^ “write” ,w _ then
prop-val:= w; prop-tag � m ^!q%n ��v{i����waD��_

else
prop-val � m [�� prop-tag � m q

status:= prop-ready
else

cix � m `b� cfg � m c
status:= query-ready

Inp deliver( ^ “query” , `baWc9_ , j#kQ\!]
Eff: append̂�^ “query-ack” , [Qo*�#aIq�oQ��a/p/jM�?a cfg _ , j#k�_ to ack-q

if `B�����W��p/jM� thenpKj!��� m ` ; ~#�� ¡� m c
Out submit( ^ “pr opagate”, [�aIq%a%`baWc9_ , ^!e (a).(“pr op-ack” ), gh_ , i*a�j#kQ\ ]

Pre: status= prop-ready
cix n o*p/q = cix n r%j#k7sti m cfgn o*p/q%n ¢�u£jMq�v
cix n o*p/q�x cix n r%j#kyszi m cfgn oQp/q%n ¢�u£jMq�vh| cfgn r%j#kbn ¢�u{jMq�v[ m prop-val; q m prop-tag

Eff: status:= prop-active
used.act:= cix.act
used.bid:= cix.bid
used.qrm:= q

Inp respond( ^ “pr op-ack” , ^!`�aWc�_&_ , j#kQ\ ]
Eff: if ^ used.act,used.bid_��¤` then

status:= prop-done
elsep/jM��� m ` ; cfg � m c

status:= prop-ready
Inp deliver( ^ “pr opagate”, [�aWq%aW`ba%c9_ , j#kQ\M]

Eff: append̂�^ “pr op-ack” , p/jM�?a cfg _ , j#k�_ to ack-q
if q¥� ���%� q�oO� then[Qo*�	� m [�� ; q�oO�B� m q
if `������%�¦p/jM� thenp/jM��� m `b� ; cfg := Z

Inp deliver( ^ “query-install” , `ba%c9_ , j#kQ\M]
Eff: append̂�^ “install-ack” , [QoQ��a0q�oQ�}_ , j#k�_ to ack-q

if `�� ���%� p/jM� thenp/jM��� m ` ; ~#�� ¡� m c
Inp deliver( ^ “r econ-done”,z,Z _ , j#kQ\!]

Eff: append̂�^ “r econ-ack” _ , j#k�_ to ack-q
if `������%�¦p/jM� thenp/jM��� m ` ; ~#�� ¡� m c

Out read-confirmZD[*\ ]
Pre: [ = prop-val

status= prop-done; request= ^ “r ead” _
Eff: request:= ^�_

status:= query-ready
Out write-confirm]

Pre: status= prop-done
request= ^ “write”, §�_

Eff: request:= ^�_
status:= query-ready

Out ack Z!u£aIj#kQ\!]
Pre: head(ack-q) = ^ r, id _
Eff: ack-q := tail(ack-q)

Figure 3. Reader/writer Í Î kÐÏ specification; Part II, transitions

follows: TheoperationY is in its Æb¨.� `b© phaseafterthetran-
sition of the èQ¨��@é®\ E of “query” andprior to the è*¨��@é®\5E of
“pr opagate”; Y is in its F ` <@F?��A<�9E�� phaseafterthetransition
of the è*¨��@é®\5E of “pr opagate” andprior to the responseto
its client. ª

Thewriter (reader)acceptsa client write (read) request
andinvokes Z by usingthe submitactionto queryall pro-
cessorsin a readquorum(active or intermediate)for their
tags. When this queryphasecompleteswith the respond
action,a writer on onehand,constructsthepropagationtag
prop-tag whosesequencenumberis thesuccessorof these-
quencenumberof the maximumtag returnedand whose
secondcomponentis the processor’s identifier. It thenin-
vokes Z to propagateprop-tag andthe new valueprop-val
to all processorsin awrite quorum(activeor intermediate).
A reader, on theotherhand,simply invokes Z to propagate
themaximumtagandtheassociatedvalue.

Eachprocessorhasa queue,ack-q, that is usedfor ac-
knowledgmentsto be sentout subsequentlyfor the corre-
spondingdeliver transitions.

6.3. The Reconfigurer Automaton � ec

The reconfigurerautomaton� ec at processor̀ main-
tainsthe quorumconfigurationsequencepair ��\%G�« andthe
configurationpair cfg« . In any global state,the configu-
ration index at any processorF is definedto be current, if
��\%G F­¬ ��\%G « . The subtlepoint of this definition is that if
readers/writersarecurrent,their configurationindicescan
not only be equal,but alsobe greaterthan the configura-
tion indicesat thereconfigurer. This is essentialin proving
thecorrectnessof theemulation.In Figure4, we definethe

transitionsof thereconfigurer.
Thereconfigurerhasthreephases.In eachZ is invoked

once. In the query-install phaseat “submit” of Æb¨»� `b© -\ Coè�E��?>I> , the Join of a readquorumanda write quorumin
the active configurationare informed about the proposed
configurationandqueriedaboutthe registervaluewith the
maximumtag.In thepropagatephaseit propagatesthis tag
andtheassociatedvalueto a write quorumin thenew con-
figuration. In the recon-idlephaseit announcesto a write
quorumin thenew configurationthatthereconfigurationis
complete.

Note that the incrementingof ��\WGäg ��\ 	&« occursat “r e-
spond” to \ Coè�E��?>�> - �<�Q® ( ��\%Gäg �<��EK« at “r espond” to ` ���O<�C -�<�Q® ), i.e., after the reconfigurerhasreceived confirmation
thattheJoin of a readanda write quorum(awrite quorum)
hasreceived the new configurationindex. This is usedin
thesafetyproofsandis thereason,why, assaidabove,pro-
cessorscanhave configurationindicesthataregreaterthan
theconfigurationindicesat thereconfigurer.

We definethephasesof thereconfigurerformally asfol-
lows:

Definition 6.2 The reconfigurer ` is in its query-install
phaseafter the transitionof the submitof “query-install”
andprior to the submitof “pr opagate”. The reconfigurer
is in its propagatephaseafter the transitionof the submit
of “pr opagate” andprior to the submitof “r econ-done”.
The reconfigureris in its recon-idlephaseafter the transi-
tion of the submitof “r econ-done”and prior to the sub-
mit of thenext “query-install” ; ` is alsoin its “r econ-idle”
phaseprior to thesubmitof thefirst “query-install” . ª
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Stateof the reconfigurer ¯ :
The componentsare the same as for the reader/writer, except that request is omitted, and status is given as: ° 3�4*3#± °¤ú
b²�³�´Sµ,
 ö µ0¶ 1  . ö£· $<
*¸ ± µ - ÷ 1W4  3 ²!¹*µ�
º¸ ± µ - ÷ 1 ³ . ö µ,
 ,?-%.0,21I4  3 ²M¹*µ,
 ,?-/.0,?1 ³ . ö µ,
 - µ/ . ö 1  .*»�, � , initially idle.

Transitions of the reconfigurer:
Inp reconZM¼y\�½

Eff: cfg.bid := ¼
status:= new-config

Out submit( ^ “query-install” , `baWc9_ , ^!e (a).(“install-ack” ), f¦_ , i*a�j#kQ\ ½
Pre: status= new-config` m ^!pKj!�?n o*p/q%aIp/jM�?n r%j#k����0_?¾¿c m cfgi m p�Àb��n o*p/q%n uwv0o*kÁ|�p�Àb��n o*p/q%n ¢�u{jMq�v
Eff: status:= query-active

Inp respond( ^ “install-ack” , ^D[�aWq�_?_ , jMk*\ ½
Eff: prop-val � m [ ; prop-tag � m q

cix.bid := cix.act�Â�
status:= query-done

Out submit( ^ “pr opagate”, [�aIq?_ , e (a).(“pr op-ack” ), iQaIjMk*\�½
Pre: status= query-done[ m prop-val ¾Ãq m prop-tagi m cfgn r%j#kbn ¢�u{jMq�v
Eff: status:= prop-active

Inp respond( ^ “pr op-ack” _ , jMk*\ ½
Eff: status:= prop-done

Out submit( ^ “r econ-done”, `baWc9_ ,e (a).(“r econ-ack” ), i*a�j#kQ\�½
Pre: status= prop-done` m ^!p/jM�?n r%j#kbaIp/jM�?n r%j#kQ_c m ^ cfgn r%j#kba cfgn r%j#kQ_i m cfgn r%jMk�n ¢�u£jMq�v
Eff: status:= recon-comp

Inp respond( ^ “r econ-ack” _ , jMk*\�½
Eff: status:= recon-ready

cix := ^ cix.bid,cix.bid _
cfg := ^ cfg.bid, cfg.bid _

Out recon-confirm½
Pre: status= recon-ready
Eff: status:= idle

(Theactionsdeliverandack are
identicalto thosein Figure3.)

Figure 4. Specification of the reconfigurer � ec.

7. SystemAnalysis
In this sectionwe show correctnessof theemulational-

gorithmsandassessthe systemperformance.To show the
atomicityof theemulationwe usethesystem à . Theper-
formanceis shown for theimplementationà�ØÚÙ�Û�Ü .
7.1. Corr ectness(Safety)

Westatetheatomicitytheoremfor thesystemà andout-
line its proof. The proof usesan approachsimilar to [26],
andis themosttechnicallychallengingpartof thiswork (for
thecompleteproofseethefull paper).
Theorem7.1 à implementsan atomicmulti-writer multi-
readerregister.

Wesaythatin agivenexecution� of à operationY prop-
agatesa tag if the tag is usedin the submitaction in the
propagationphaseof Y . Thetagpropagatedby operationY
is denotedby Ä*Åä1�Yo3 . Where � is clearfrom thecontext we
omit it anduseÄ¿1�Yo3 .

A client-level read (write) operationis invoked by its
correspondingread (write) event. The responseevent of
theread(write) operationis its correspondingread-confirm
(write-confirm) event. We defineCP, the client-preceding
orderasfollows:
Definition 7.1 If in anexecution� , theconfirmeventof the
operationY O precedestherequesteventof theoperationY P ,
then Y O @ÇÆ�FÃY P .

Supposefor someexecution� theactionsof anoperation
Y includetheactionsof Z for some\�	 , startingwith thesub-
mit eventandincluding the respondevent. Thensincethe
identifier \ 	 is uniqueit alsouniquelyidentifiestheclient-
leveloperationY . Thereforewecanlet Ä¿1;\�	93 standfor Ä¿1�Yo3 ,
(wherethepropagationtag Ä¿1�Yo3 is definedfor anoperation
Y in the respondactionuniquelyidentifiedby \ 	 , or when
Ä¿1�Yo3 is propagatedby the Z primitive usinguniqueidenti-
fier \�	 .)

We show the atomicityof the readandwrite operations
for any executionby usingLemma13.16of [25]. To beable

to usethis Lemma,weshow thatthereexistsa partialorder
of readandwrite operationsin a sequenceof actionsof a
read/writeregisterthatsatisfiescertainconditions.

To simplify our proofsof thecorrectnessof à , we usea
succinctandeffective way of expressingtheeventualityof
certainoutcomesbasedon the currentknowledge,a “fill ”
notion (alsousedin [26]). “fill ” predictsthe acknowledg-
mentvectorfor acurrentinvocationandtherebyallowsusto
simplify our invariantsandreducesthesizeof theirproofs.

The fill notion producesa “virtual” acknowledgment
from eachprocessorbasedontakingtheactualacknowledg-
mentif it is alreadydefined,elsea predictedacknowledg-
mentdeterminedasfollows. If a deliver hasoccurredat F
without thecorrespondingack, thenthevalueis thequeued
acknowledgment;if the deliver hasnot occurred,thenthe
valueis theacknowledgmentthatwould beproducedif the
deliveroccurredasthenext event.
Definition 7.2 For the invocationof the Z primitive with
the unique identifier \ 	 , let È F ¯ÊÉ ËÍÌ�N/L�N�âwÎ FÐÏ
É be the function computed in the effects of the
deliver action by processor F to construct the ac-
knowledgment messageupon the receipt of a mes-
sage from the submit-er. We define fill 1UFo-�\�	<3v«
if Ñ�Ò¥Ó í;��Ô þ 5 then 5
elseif ÒIúdÑ0Ò¥Ó í;��Ô0
 �D�£
�Õ then Ñ�Ò¥Ó í;��Ô0
 �D���º� Ò �
elseif Ö�× � �#× 
�í;��� ú �D�£
 - Ø ] then (theunique)×
else Ù ] Ó#× 
 ° 3�4*3 µ ] Ô

Thekey to theproof is amulti-partinvariantLemma7.2,
shown in Figure5 whichwenow explainandwhoseproofis
in thefull paper. Part I3 is themostimportantpart;it relates
the tagsof operationswhereonefollows another. Parts I1
andI2 areauxiliary invariants.

PartsI1a,b,cdealwith thepropertiesof thetagsof com-
pletedoperationsandthe stateof the reconfiguration.Part
I1a saysthatfor any completedreador write operationY , if
no new quorumsystemis beingprocessedby thereconfig-
urer ` , thenthereexistsa proposedwrite quorumsuchthat
all processorsin it reflecteither Y or someotheroperation
thatsupersedesit.
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Lemma 7.2 In all reachablestates:
I1 If Y��y�O<�éáF�>>�,E��,	 , then:

(a) If ` is in its recon-idlephase,then:Ú � � cfg.bid g ¥ ` \ E�� « : �.\c��� ¯�Ä¿1�Yo3³SBA!C/E_E���A k
(b) If ` is in its query-install phasehaving invoked
Z using identifier <�\�	 « , then: ��� � cfg.actg ` ���9	 « :
Ä¿1�Yo3¶SBADCKE½ÁIÂDÃ k;l�Û +bÜ.\/>I>�1;\@-{<�\ 	 « 3�g E���A?/
(c) If ` is in its propagatephasehaving invoked Z using
identifier <�\ 	&« andtag ÄQ« , then:
1. 1�Ä¿1�Yo3 SÝÄQ«,3�±W1µ�.\¾�Þ<@F�1�<�\�	&«�3�g �<�Q®Çè ¯�ÄQ«_S ADCKE E��6A6k53

or
2.
Ú � � cfg.bid.write« : �»\v�À� : Ä¿1�Yo3¶S ADC/E E���A6k .

I2 �ßYáà�y�O<�éáF�>>�,E��,	 :
(a)If Y¿§�âÇÆ�FÃY and Y atprocessorF is in thequeryphase
having invoked Z usingidentifier <�\�	 , thenfor any � �
usedg Æ ` é¤F , either
1. Ä¿1�Y¿§·3³S ADC/E ÁÊÂ�Ã�k8l�ÛV+bÜ.\/>�>�1;\@-0<�\�	<3�g E��6A./ , or
2. ��¨»è,��	?g �<��E�-0¨»è,��	0g �@\�	<¡WFã@ ADC/E
�8ÁÊÂ�ÃÇk;l�ÛV+�Ü.\/>�>�18\@-0<�\�	�F,3�g ��\WGäg �<��E@/9-
ÁÊÂDÃ�k8l�ÛX+bÜ.\/>�>�1;\@-0<�\�	�F�3�g ��\%Gog �@\�	0/�¡ .
(b) If Y is in the propagation phasehaving invoked Z
usingidentifier <�\ 	 , either:
1. ��¨»è,��	?g �<��E�-0¨»è,��	0g �@\�	<¡WF is current, or
2.
Ú � �_ãIHKJ.g#TOP�Uäg ¥ ` \5E��b«�¯��.\c���¨¯�Ä¿1�Yo3<S ADC/E E���A6k , or

3. �¿�º�åä?Î�â{U�g Æ ` é¤F : ��¨»è,��	0g �<��E�-�¨�è,��	0g �@\�	9¡%Fã@ ADC/E
�8ÁÊÂ�ÃÇk;l&æW+bÜ.\/>�>�1;\@-0<�\�	<3�g ��\%Gog �9��E@/�-
ÁÊÂDÃ�k8l&æY+bÜ.\/>I>�1;\@-{<�\ 	<3�g ��\%Gog �@\�	0/�¡ .

I3 If Y O âÇÆ�FÇY P and Ä¿1�Y P 3 is defined,then:
(a) Ä¿1�Y O 3VS ADC/E Ä¿1�Y P 3 when Y P is a read,
(b) Ä¿1�Y O 3B@ ADC/E Ä¿1�Y P 3 when Y P is a write.

Figure 5. Main Invariant

Part I1b saysthat if the reconfigurer̀ hasinvoked Z to
install a new configuration,thenno matterwhatactive read
quorumit endsupusing,it is guaranteedto obtainatagthat
is at leastas large as the tag of any completedoperation.
Thisguaranteeis expressedusingthefill notation.

Part I1c saysthat if the reconfigurer̀ hasinvoked Z to
propagatethemaximumtagit foundto anew write quorum,
thenthis tagis ashighasthetagof any completedoperation
andany processorsthathave acknowledgedthepropagated
taghave updatedtheir own tagsor that thereis a proposed
write quorumsuchthatall processorsin it reflecteither Y or
someotheroperationthatsupersedesit.

Part I2a saysthatfor any reador write in its queryphase,
either(1) the tag returnedby thequeryis guaranteedto be
at leastashighasthetagof anoperationprecedingthisone
in the client-precedingorder – this is expressedwith the
helpof thefill notation,or (2) theoperationwill detectthat
its configurationis obsolete– theguaranteeof detectionis
expressedusingfill .

Part I2b saysthat for any operationY in its propagation
phase,at leastone of the following conditionsis guaran-
teedto hold: (1) its propagationtag is eitherbeingpropa-
gatedusing the currentconfiguration,or (2) the tag is al-
readyreflectedin a write quorumof thenew configuration,
or (3) Y will detectthatits configurationis obsolete– again
thisguaranteeof detectionis expressedusingfill .

Part I3 is thekey part. It saysthata readcompletelyfol-
lowing anotheroperationhasa tag that is at leastaslarge,
andthatawrite hasa tagstrictly largerthanany otheroper-
ationthatprecedesit.

The partial order requiredby Lemma 13.16 [25] and
yielding theproofof Theorem7.1is now constructedin the
following way: For an execution � of à containingno in-
completeoperations,let sequenceç be theprojectionof �
containingtheinvocation/responseeventsof readandwrite
operations.Let � be thesetof operationsin ç . We define
the(irreflexive)partialorder è�é = �>� -Qâ_¡ ontheoperations
by letting: Y»OÃâêY?P for Y»O�-0Y?P_�À� , if (a) Ä¿1�Y»O�3¦@BADC/E¿Ä¿1�Y?P�3 ,
or if (b) Y O is a write, Y P is a read,and Ä¿1�Y O 3ve ADCKE Ä¿1�Y P 3 .
7.2. Conditional PerformanceAnalysis

In this sectionwe assessthe performanceof the com-
posedsystem,called à�ØÚÙ�Û�Ü , thatdiffersfrom à only in that
it uses Z�ØÚÙ�Û�Ü insteadof Z (recallthat Z�ØUÙ�Û�Ü formally imple-
mentsZ ). For à ØÚÙhÛ�Ü weshow thatthereconfigurationis not
obstructedby the concurrentclient level read/writeopera-
tions,and,moreimportantly, thattheclient level read/write
operationsarenot obstructedby a tardy or stoppedrecon-
figurer– thereconfigurationis graceful.

To assessthe performance of the atomic multi-
writer/multi-readerservice,we carry over the assumptions
of Theorem5.2. In particular, weusethesameupperbound
A onlocalprocessoroperationsandmessagedelays,andwe
assumethatthequorumsystemsarenot disabled.

The next theoremshows that the performanceof any
reconfigurationdoesnot dependon any client-level oper-
ations.

Theorem7.3 Any reconfigurationtakestime at most 2�=�A
andat most B6C messages.

Finally weshow thatreadsandwritesarenot obstructed
by reconfigurations.

Definition 7.3 Let ��\%G O and ��\%G P be two configurationin-
dex pairs.We definethedistance	6\�è�E�18��\%G O -���\%G P 3 between
thesepairsas ÅU1>��\%Gog �9��E O H_��\%Gog �@\�	 O 3�QM1>��\%Gog �9��E P H½��\WGäg ��\ 	 P 3�Å .

Intuitively, givenanexecutionof thesystem,thedistance
betweenany two configurationindex pairsgivesthe num-
berof differentconfigurations(includingintermediate)that
cameinto existencesincetheleast(with respectto thelexi-
cographicalorder)of thesetwo index pairsbecameknown.

Theorem7.4 In any execution,if (a) all reconfigurations
completeby time E or if (b) a reconfigurationdoesnot
completeby time E , but the reconfigurerdoesnot perform
any further stepsafter time E , then any processorF that
doesnot permanentlystop,completesits reador write op-
erationin time 2�G�AÊHª	�\�è�E�18��\%G F -���\%G�ë�3³K�=�A , usingat most1>4®	�\�è�E�1>��\%G F -���\%G�ë�3¶H¢:93RKÇC messages,where ��\%G F is the
configurationindex pair at F at the invocationof the oper-
ationand ��\%G�ë is themaximumof all index pairsthatexist
anywherein thesystemat E .
Theorem7.5 If anexecutioncontainsa reador awrite op-
erationat processorF that startsat time E�O andcompletes
at time E�P , then E�P[Q E�O{S 2,G�AYHj18	�\�è�E�1>��\%G F -���\WG�ëIì�3½H4D��3TKh=�A , and the number of messagessent is at most
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1;:VH�4¶	�\�è�E�18��\%G2FÇ-���\%G ë ì�3»HY:���3¿K�C , where��\%G2F is theconfig-
urationindex pairat F at E O and ��\%G ë ì is themaximumof all
index pairsthatexist anywherein thesystemat E O , and � is
thenumberof reconfigurationsthatareconcurrentwith the
operation.

8. Conclusionsand Discussion
We presenteda robust service that emulatesatomic

multi-writer/multi-readerregistersin messagepassingsys-
tems. The serviceusesdynamically reconfigurablequo-
rum systemsto ensureatomicity in a way that doesnot
rely on locking or mutualexclusion. The reconfigurations
aregraceful, sincethey do not obstructconcurrentreadsor
writes. Theemulationworkswith any quorumsystemand
doesnot requirethat any two quorumsfrom distinct quo-
rumsystemshavea non-emptyintersection.Theemulation
containsno singlepointsof failure.
Acknowledgments:We thankMauriceHerlihy andNancy
Lynch for insightful comments,andIdit Keidarfor several
valuableobservations.
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