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Abstract

Providing shaed-memory abstraction in messge-
passingsystemsoften simplifiesthe developmentof dis-
tributed algorithms and allows for the reuseof sharwed-
memoryalgorithmsin the messge-passingsetting A ro-
bust emulationof atomic single-writer/multi-eaderregis-
ters in messge-passingsystemavas developedby Attiya,
Bar-NoyandDolev (1995). Thisemulationwasextendedy
Lynch and Shvartsmar{1997)to multi-writer/multi-reader
registers usingreconfiguablequorumsystemsin thiswork
we presenta new atomic multi-writer/multi-readerregister
servicethat includesa fault-tolerant reconfiguation ser
vice This new emulationhas a substantiallyimproved
performanceand fault-tolerancecharacteristics. e intro-
ducetheconcepofintermediatejuorumconfigurationand
showhowthey canbeusedbyreades/writersduringrecon-
figuration. Theresultis that the quorumreconfiguations
are graceful reades and writers no longer “b usy-wait”
during reconfiguations,but are able to completetheir op-
erations. An additional advanceis that the reconfiguer is
eliminatedas the single point of failure. Whenthe recon-
figurer fails, reades and writers continueusing interme-
diate configumtions. In finite executions,read and write
opemtionsterminatein boundedime usingboundedhum-
ber of messges (the boundsdependon the “curr ency” of
the configumtion at the invoker of the operation). Finally,
the serviceplacesno restrictionson the installed quorum
configuation: a previouslyinstalledquorumsystentanbe
replacedby an arbitrary nev quorumsystem. Our algo-
rithms are specifiedusingl/O Automata;the safetyproofs
usethepartial ordertechniqguesandinvariants,andtheper-
formanceis assessedsingopermational reasoning

1. Intr oduction

Algorithmsfor multiprocessorarecommonlyexpressed
usingeitherthe shared-memorparadigmor the message-
passingparadigm. For distributedalgorithmsto be practi-
cal, the algorithmsmustbe efficient andscalable andthey
musttolerateasynchrog, and componentfailures. It has
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beenobsened that in mary casesit is easierto develop
efficient fault-tolerantalgorithmsfor the shared-memory
modelthanfor the message-passingodel. Consequently
in suchcaseshereis valuein developinganalgorithmfirst
for the shared-memorynodelandthenautomaticallycon-
verting it to run in the message-passingodel. It is like-
wise advantageou$or message-passiraigorithmsto have
accesso building blocksproviding shared-memorgbstrac-
tion in distributedsettings.

Among the importantresultsin this areaare the algo-
rithmsof Attiya, Bar-Noy andDolev [5] who shavedthatit
is possibleto emulateatomic sharedmemoryrobustly in
message-passingystems. They shav that ary wait-free
algorithmfor the shared-memorynodel that usesatomic
single-writer/multi-readeregisterscan be emulatedin the
message-passimgodelwhereprocessor®r links aresub-
ject to crashfailures. Thesealgorithmsare basedon pro-
cessormajoritiesand thus are able to toleratefailure pat-
ternswherearny minority of processorsredisabledor are
unableto communicate.This resultwasfurther optimized
by Attiya [4] who improvedthe messageompleity of the
boundedime-stampslgorithm.

Motivatedby [5], LynchandShwvartsmar{26] developed
arobustemulationof multi-reader/multi-writeratomicreg-
istersusingreconfiguable quorumsystemswherea desig-
natedprocessorctsasthe reconfigurer The approachof
[26] recognizedhata serviceproviding an atomicregister
abstractionn adistributedsettingneedso supportmultiple
writers aswell as multiple readersandit mustbe ableto
ensureatomicity usingmeanghataremoreflexible andef-
ficientthanthemajorities.As theresult,thatapproactspec-
ified the multi-reader/multi-writerprotocol that relies on
guorumsystemswhichin turn canbedynamicallychanged
duringthe systemoperation.The systemprovidesanappli-
cation interfaceusedto submitread/writerequestsand a
mangementinterfaceusedto install nev quorumsystems
in responsgo failuresandto changingorocessotoads.The
managementequestaresubmittedata singlereconfigurer
thatis responsibldor initializing andfinalizing theinstalla-
tion of new configurations. The protocol[26] is complex
andinvolvessereral subtlephases.To insuresafetyof re-
configurations,the protocol restrictedthe ability of some
readsandwritesto make progressuring reconfigurations.
We illustratewhy this wasnecessaryn [26] with the help
of Figure 1. The exampleshows the timelinesof four pro-
cessorsg (thereconfigurer)p, ¢ andd, wherethe arrows
represenselectedmessagdransmissions.The communi-
cationis doneusingquorum-acknwledgedbroadcastgwe
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Figure 1. lllustrating the need to prevent writes from completing during reconfigurations

omit mostmessagethat have no impacton the protocol).
The systembegins with the currentquorumconfiguration
with the read quorums{a, b, ¢} and {c,d}, andidentical
write quorums(for simplicity). Responsefom thesequo-
rumsaremarkedby dashedoxes. Assumethata new con-
figurationis submittedby thereconfigurer. Thisnext quo-
rum systemhasthe readquorums{a, b} and {b, ¢, d}, and
identical write quorums. Response$rom thesequorums
aremarkedby solid line boxes.Accordingto thealgorithm,
thereconfigurerusesa broadcasto queryotherprocessors
for the latestvalue and the versionof the sharedregister,
seecallout (1). Oncea completequorumrespondsthe
reconfigureracceptsthe value with the maximumversion
number Now we assumehat registerwrites are allowed
to completeduring the reconfigurationof coursethe pro-
tocol [26] preventsthis). Supposehe processok startsa
write (2) by queringotherprocessorfor theirlatestversion
numbersandvaluesvalues.Let {¢, d} bethefirst respond-
ing quorum. The processok incrementghe latestversion
andpropagatethenew versionandvalue(3). Notethatthis
new versionnumberis strictly greaterthanthe versionthat
thereconfigureknows about. Thewrite completesfterthe
quorum{e, d} confirmsthe write (3). Now the reconfig-
urer propagatedts outdatedversionnumberandvalue (4),
andafterthe new quorum{a, b} respondsthereconfigurer
confirmstheinstallationof the new configuratiorto all pro-
cessorg5), andoncethe quorum{a, b} respondsit com-
pletesthe reconfiguration. The resultis that a future read
might not returnthe valuelastwrittenin (2, 3), but theone
propagatedby thereconfigureiin (4). Hencethe atomicity
of the sharedregisteris violated. Thereforethe algorithms
in [26] do not allow the steps(2) or (3) to completeuntil
the reconfiguratiorcompletes(5). This ensureghe safety
of the protocolat the expenseof the livenessof readsand
writes that are concurrentwith a reconfiguration. In par
ticular, the systemcould stane if the reconfigurerstopped
during the installationof a new configuration,effectively
leaving the emulatedsharedregister permanentlyinacces-
sible. Note thatthe alternatve, which favors reads/writes,
andthatblocksa concurrentreconfiguratiors alsonot sat-
isfactory

Contributions. In this paperwe presenta robust emula-
tion of atomicmulti-reader/multi-writermemaoryusing dy-

in [26].

namic quorum configurations. The emulationincludesa
fault-tolerantquorumreconfiguratiorservicethat allows a
greatdealof asynchrog andthatdoesnot usequorumsfor
locking or mutualexclusion. The mainresultsin this paper
male thefollowing contritutions:

1. We presenta protocol for multi-reader/multi-writer
atomicregistersthatallows all readandwrite operationgo
completein finite numberof steps,usingboundednumber
of messagesyhenthereconfigurationgompleteaswell as
whenthe reconfigurerfails (provided the quorumsystems
arenotdisabled).

2. Weintroducethe concepbf intermediatequorumconfig-
urationsandthe quorum-joinoperationthat, givenany two
guorumconfigurationscomputeshe correspondingnter-
mediateconfiguration.

3.  Our protocol ensuresthe livenessof the multi-
reader/multi-writemprotocolby usingtheintermediatecon-
figurationsin the way that allows concurrentreconfigura-
tions andthattoleratesthe failure of the reconfigurerthus
eliminatingthereconfigureiasthe singlepoint of failure.

4. Theclientsof our managemeninterfacecansubmitar-
bitrary new quorumconfigurationsregardlesf ary inter-
sectionpropertieswith any of the previous quorumconfig-
urations.

Our systemis designedn a modularway andis specified
asa compositionof componentsWe uselnput/OutputAu-
tomata[27, 25] to specifyall componentandalgorithms.
The safety proofs, which are omitted for spacereasons
andaregivenin the full paper usethe partial ordertech-
niguesand invariants[25] . The safety of the systemis
shavn assumingcompleteasynchrog of the processors
and message-passinglhe processorsnay have arbitrary
relative speedqherestoppedprocessorsake infinite time
to completea step),and messagesnay incur arbitraryin-
transitdelay (heremessagédosscorrespondso infinite de-
lays).

We useoperationaleasoningo assesshe conditionalper
formanceof the system. To do this we assumehat there
is a constantg that representshe upperboundon time it
takesfor the active (non-stoppedprocessorso performa
local computationandthe upperboundon messagealelay
for messagethat are delivered. We also assumethat the
guorumsystemsare not disabled(i.e., we assumehat the



processorf atleastonereadquorumandatleastonewrite
guorumare active). In our system,the installed quorum
configurationsand the intermediateconfigurationscan be
sequentiallynumbered.We definethe “distance” between
ary two suchconfigurationsasthe differencebetweertheir
sequencaumbersWe show thefollowing:

5. Any reconfiguratiorof quorumstakestime at most15g
andat most6n messagesyheren is the initial numberof
processors.

6. Lett be the time suchthat either all reconfigurations
completeby time ¢, or thatthelastreconfiguratioractive at
t never completes.Any reador write operation startedat
processomp that doesnot fail, takesat most10g + d - 5g
time, andat most(2d + 4)n messageswyhered is the dis-
tancebetweerthe highestconfigurationarnywhereat ¢ and
the configurationof p attheinvocationof the operation.

7. If areador awrite operationat processop startsattime
t; andcompletesttimet,, thentoa—t; < 10g+(d+2¢)-5g,
andthenumberof messagesentis atmost(4 + 2d + 4c¢)n,
whered is the distancebetweenthe highestconfiguration
arywhereat ¢; andthe configurationof p at ¢;, andc is
the numberof reconfigurationshatareconcurrentvith the
operation.

Developing protocolsthat meetthe designgoalsin our
settingis difficult. We do not assumethe availability of
reliablebroadcastghusnotall processorsaylearnof the
ongoinginstallationof a new configuration. Furthermore,
sincewe allow processorso take stepsthatare arbitrarily
long, thereconfigureiin particularmaybecomeout of date
with respecto readsandwrites during the installationof a
new configuration.We needa distributedsolutionthatdoes
notrely on the availability of the reconfiguretto take steps
at the samepaceasary otherprocessoat ary giventime.
Finally, sincewe allow arbitrary new quorumsystemsto
be installed,we cannotrely on ary intersectionproperties
amongquorumsof differentconfigurations.

The new emulationusesa singlereconfigurerasin [26],
however the rble of the reconfigureris different, resulting
in the reconfiguremo longer being a single point of fail-
ure.In its new rdle, thereconfigureiis responsibldor emit-
ting new quorumconfigurationsandit helpsshepherding
the new configurationtowardsits installation. We shov
that our systemis not obstructedby a reconfigurationin
progressor by atardy or stoppedreconfigurer In our sys-
tem, processorsontributeto installationsof new configura-
tionsandintermediateconfigurationswhile participatingin
routineread/writeoperationsThe overall solutionsis spec-
ified in termsof the compositionof two layers: The lower
layer usesthe I" primitive [26] that providesan unordered
broadcast-corerge@stservice. We also shav an imple-
mentationof I' using point-to-pointchannels. The lower
level admitsotherimplementation@ndit is not difficult to
optimize its messageompleity by replacingbroadcasts
with multicaststo specificquorumsandby cancellingun-
necessarpendingresponsesisingnoticespiggybacledon
othermessageslhehigherlayeralgorithmemulatesnulti-
accessegisterswheredynamicquorumsystemsareusedto
ensureatomicity[20, 23, 25)].

The solutionimplementedasa compositionof layersre-

flects practicalsystemconcernsdealingwith communica-
tion efficiency, with fault-toleranceandwith systemman-
agemen(i.e., with supervisiorandcontrol of the systemso
thatit fulfills therequirementsf its userscf. [34]). Whena
guorumsystemneedgo bereconfiguredthisis doneusing
the managemeninterfaceof our service.Reconfigurations
aretransparento the clients that are using the functional
read/writeinterface. Themanagemerinhterfacecanbeused
to tune the performanceof a distributed systembasedon
currentand historical obsenations[33]. A resourceman-
agercanmonitor systemperformanceand availability and
evolve thequorumsystemusingthe managemennterface.
Related work. The work of [5] shavs how to use ma-
jorities in implementingatomicregisters,andit is extended
in [4]. Dynamicquorum-base@mulationis givenin [26].
Quorumsystemd16] aregeneralization®f majorities. A
guorumsysten{alsocalleda coteri€) is a collectionof sets
suchthatany two sets,calledquorums intersect{15]. An-
otherapproachdividesthe quorumsysteminto a collection
of readquorumsanda collectionof write quorumssuchthat
ary readquorumintersectsary write quorum,andary two
write guorumsntersect.Quorumshave beenusedto imple-
mentdistributedmutualexclusion[15] anddatareplication
protocols[12, 18]. Quorumscan be usedwith replicated
datain transaction-stylsynchronizatiorthatlimits concur
reng (cf. [8]). Many otherreplicationtechniquesisequo-
rums[l, 6, 7, 13, 14, 17]. An additionallevel of fault-
tolerancein quorum-basedpproachesanbe achiezed us-
ing the byzantinequorumapproach?28, 3].

We have recentlyusedthe techniquesn [26] andin this
work to develop a way of integrating dynamic quorums
within a groupcommunicatiorservice[11]. Thatwork in-
troduceghe notion of primary configurationsaandprovides
adynamicprimaryconfiguratiorgroupcommunicatiorser
vice. The groupcommunicatiorservicealsoallows oneto
implementatomic registers,however in that work we re-
quirethatthe new quorumshave specificintersectiorprop-
ertieswith previous configurationswhereasn this paper
we allow for arbitrary new configurationgo beinstalled.

Consideringthe fault toleranceof quorumassignments,
thereexistsa variety of previousresearchProbabilisticap-
proachessuchas|[2, 24, 30, 31], develop methodsto de-
terminethe likelihoodthat progresss achieved given that
a non-adaptie quorumsystemis used. Processorsire as-
sumedto fail with a known probability, so a quorumas-
signmentcan be selectedmaximizing the probability of
progress. This methodcan also be usedwith our emula-
tion to allow a systemmonitor to evaluatethe currentsys-
temandto make decisionsconcerningts replacementThe
deterministicapproachn [9] generates staticquorumas-
signmentthat guaranteeso maska predeterminedchumber
of failures.Otherapproacheachieze adaptie deterministic
fault-tolerancéoy having eachprocessarasedninforma-
tion aboutprocessofailures,computethe processorén its
quorum.

Anotherimportantapproacho quorumadaptations dy-
namicvoting[19, 21, 22]. In [21] no singleprocessoacts
asareconfigureandthe approachrelieson locking andre-
quiresthatat leasta majority of all the processorin some



previously updatedquorum (or half of all the processors
in somepreviously updatedquorumplus the distinguished
site) arestill alive. The approachin [22] doesnot rely on
locking, but requiresat leasta predefinedVlin_quorumsize
numberof processorgo always be alive. The decentral-
ized on-line quorumadaptationof [7] assumeshe use of
Sander$32] mutualexclusionalgorithm,whichagainrelies
onlocking. [7] allowsupto n — 1 processofailuresbut no
link failures.Our approachakesa distributedsystemman-
agementiiew wherereconfiguratiormustbe gracefuland
asynchronousand it must not obstructclient operations.
Furthermorethe quorumsdo not evolve spontaneous|yout
areto beevolvedin responséo specificsystenpoliciesand
obsenations.

2. Solution Structur e, Models and Notation

Theemulationsystems architectedn termsof two main
protocollayers.Thenigherlayerprovidesthereconfigurable
atomicread/writeregisterserviceto its usersthat hastwo
interfaces.Theapplicationinterfaceprovidesits clientwith
read/writeaccesgo atomicregisters,andthe management
interfaceallows a systemmanager(a useror a system)to
reconfigureghe quorumsby submittingnew quorumconfig-
urations.

Functional interface: The clients of the service submit
readrequestqor write requestsiat ary processoi of the
system. Once the operationcompletes,the client is in-
formed by meansof the read-confirnfv) event containing
the read value v (or write-confirm event concludingthe
write). From the standpointof the client, thesereadand
write operationsareindependenfrom any quorumrecon-
figuration.

Managementinterface: Themanagemenhterfaceallows
an external systemmonitor to adaptthe quorumsystemin
responséo thethe changesn theervironment,e.g.,by re-
actingto failuresandload imbalances.The monitor sub-
mits arbitrary new quorumconfigurationsby meansof the
recor{C) requestat the designatedeconfiguremprocessor
r. Whenthe reconfigurationcompletesthe monitoris in-
formedvia therecon-confirmevent.

We donotspecifytheclientsof thesystemj.e.,theusers
of theread/writerserviceandthe monitor.

Thelower level providesthe broadcast-corerge@stser
vice (theT" primitive) to the higherlevel. It is presentedn
Sectionb.

2.1 Model and Conventions

We use the following message-passingiodel in this
work. Therearen asynchronouprocessorsith unique
identifiersin the setPID. For simplicity we assumePID =
{1....,n}. Processocommunicateat the level of abstrac-
tion of thenetworklayer usingpoint-to-pointmessages.e.,
in normaloperationsary processorcansendmessageo
ary otherprocessarthedelivery is unreliable but the mes-
sagesrenotcorrupted.n thecasesvhereamessagés sent
to all processorshroadcastanbe usedwithout assuming
ary atomic,FIFO or causalproperties.

The following failure modelis used. Processocrashes
andrestartsare approximatedy subjectingthe processors

to unboundedielayswith theadditionalassumptionthatthe
statecomponentglefinedin the specificationare storedin

non-wlatile storage. Link failuresmay make somenodes
unreachablésomeof thetime or permanently).

In safetyproofswe do not make any assumptionsibout
thelengthof time it takesfor a messagé¢o be deliveredor
theamountof time it takesto performalocal computation.
To evaluatethe performanceof the algorithms,we assume
thateitherpoint-to-pointmessagearedeliveredandlocally
processedh boundedime (unknown to the processors)or
not deliveredat all, and that the quorum systemsare not
disabledj.e., atleastonequorumis ableto respond.

For the restof the paperwe definethe following data
typesandcorventions: OID = U;cprp OID; is the setof
uniqueoperationidentifiers,whereOID; is the setof iden-
tifiers generatedoy processori andfor ¢ # j we have
OID; N OID; = (. N is the naturalsstartingwith 0. V'
is the setof registervalues,with a distinguishedvy € V.
For ary setS we defineS, tobeSU {L}, wherel isa
distinguishechull value.

2.2 Programming Notation and Methodology

The specificationsn this paperaredonein termsof /O
automatd?25, 27]. Eachautomatormodelsa statemachine
with statesandtransitiondetweerstatesywhereactionsare
associatedvith setsof statetransitions. Thereare input,
outputandinternal actionslabeledby Inp, out andint re-
spectvely. A particularactionis enabledff the precondi-
tions (labeledpre:) of thatactionare satisfied. The state-
mentsgiven aseffects(labeledesf:) areexecutedasa pro-
gramstartedon the existing stateandatomicallyproducing
thenext stateastheresultof thetransition.

The automataare input-enabled where the precondi-
tions of the input actionsarealwaystrue, andwe omit the
preconditions pre: true” from the specificationsWe make
use of the compositionsof automatathat yield other au-
tomata(see[25] for details). Whenwe composewo au-
tomata,the actionsthat are uniqueto eachautomatorre-
main unchangedn the composition. Whentwo automata
includeidentically namedactions,one of the actionsmust
be an input action and the other an outputaction. In the
compositionthis producesan actionwith the samename,
whosepreconditionis thepreconditionof theoutputaction,
andwhoseeffectsis the sequentiatompositionof the ef-
fectsof the two actions. In our specificationsit is always
possibleto establishthroughstatic “compile-time” check-
ing that the effects of the two actionsbeing composedio
not interferewith eachother Compositionis associatie
and commutatve. We useo to denotethe infix composi-
tion operatoy andwe usethe productnotationII to denote
compositionf severalautomata.

An executiona of anl/O automatonA is a sequencef
alternatingstatesand actionsof A startingwith the initial
state. The trace of «, denotedby trace(«), is the subse-
guenceof a consistingof all the externalactions. We say
thatautomatord implementautomatonB whenthe setof
thetracesof A is a subsebf the setof thetracesof B. In
the performanceanalysiswe consideffinite executions.



3. Intermediate Configurations and Graceful
Reconfiguration

By gracefulreconfiguation we meanthatthe readand
write operationsare able to successfullycompleteduring
the reconfiguration,even if the reconfigurationis perma-
nently stalledbecauseof a reconfigurerfailure. Graceful
reconfiguratioris implementedwith the help of intermedi-
ate quorumconfigumations As we will shaw, intermediate
configurationobviatethe needfor read/writeoperationgo
“busy-wait” duringreconfigurations.

In this sectionwe let P denotea finite set(of processor
identifiers).We define:

Definition 3.1 Let R, W < 2% suchthatVR; € R,
VW,’Wj €W, R;N Wj 75 0, and W; N W]' 75 @, then
C = (R, W) is a quorumconfigumation of P, with R =
C.read, W = C.write.

We definethe quorum-joinoperation:

Definition 3.2 Let Q, Q' C 27. We definethe quorum-
joinof QandQ’'tobed X Q' ={XUY : X € QAY €

Q'}. We definethe quorum-joinof quorumconfigurations
C=(R,W)andC' = (R, W)tobeC X (' = (R X

R, W XKW,

We show thatquorum-joinof two quorumconfigurations
is alsoa quorumconfiguration:

Lemma3.1 Let P beaset,C = (R, W) bea quorum
configurationof P. Then

1.VX CP,VR; € R: (R, UX)NW; £ 0,VIW; € W:
(W; UX)NR; # 0.

2.YX,Y C P,YW,W; € W: (W; UX)Nn (W, UY) #0.
3. VXé)Y C P,VR; € R,YW; e W: (R;UX)N (Wj U
Y) #0.

Theorem3.2 LetC = (R, W), C' = (R', W') bequorum
configurationf P, then
C X C' is aquorumconfigurationof P.

Our new algorithms(formally presentedn Section6)
useintermediatequorumconfiguiations expressedn terms
guorum-joins,to prevent the problemdescribedn the ex-
amplein Figurel. If aprocessohasa previously installed
configurationC, andit learnsof a new proposecconfigura-
tionC’, then,insteadof “busy-waiting” until theinstallation
of C' is finalized,it proceedswith its read/writeoperations
usingtheintermediateconfigurationC X C’. The individ-
ual quorumintersectiorpropertiesof bothC andC’ arepre-
senedin C X C' (Lemma3.1). The useof intermediate
guorumconfigurationsaswe shaw in Section7.1, makes
it safeto proceedwith readsandwrites duringtheinstalla-
tion of a new configuration.Furthermorethis hasthe pos-
itive effect of “helping” the reconfigurerin installing new
configurations sincethe messagesentby readers/writers
propagatenew configurationsFinally, the sizesof thequo-
rumsin guorum-joinsareno morethantwice the maximum
sizeof the original quorums.

Theorem3.3 If Oy, Q> C 27, thenmax,{|q| : ¢ € Q1 X
s} <2maxy{lgl:q€ Q1 Vqge Do}

4. Formal SystemStructure

We specify systemsn a modularway as compositions
of automatandwe definethefollowing automatandtheir
compositions:

Reader/Writer: Thisautomatorspecifiegshealgorithmfor
readsandwrites. The automatorat processoti is denoted
by A%, Therearen reader/writerautomatapnefor each
ie{l,...,n}.
Reconfigurer: This automatonspecifiesthe reconfigurer
algorithm. One of the n processorsy, is selectedto act
asthe reconfigurerwho initiatesinstallationsof new con-
figurations.This automatoris denotedvy Rec
The broadcast/cowergecastspecification: This broad-
cast/conergecasusedby A" andRecis specifiedby au-
tomatonl'(¥). TheT primitiveis definedasthe composition
r=nmr, 10,
Communication channels: The low-level unidirectional
message-passinthannelfrom processot to j is denoted
by Chi, i
The br]oadcast/cowergecastimplementation: Thebroad-
cast/conergecasis implementedby the automataA(® at
eachi € {1,...,n} usingthe channels. Formally, T" is
implementedby I';,, thatis definedasthe composition
Fim = H? IA(Z) OHl 7 nchm-
The atomic Read/Write sewvice (the system): We define
thesystem thatprovidesthatatomicserviceasthe com-
positionof all A®) automatg1 < i < n), thereconfigurer
RecandtheT primitive: =TI? ,(A®)oR oT. Weuse
to prove the safetyof our emulationin Section7.1.
Systemimplementation: To evaluatethe performanceof
the system,we define the systemimplementation,called
«m » asthe compositionof all A() automata(l < i <
n), the reconfigurerRec and the implementationl';,, :
im =17 ((AD)oR oTly, . Theanalysisisin Sec-
tion 7.2.
We now formally definel” andI’;,, (Section5), andthe

algorithmsfor reader/writerA(? andthe reconfigurerRec
(Section®B).

5. The Broadcast/CowergecastPrimiti ve

The I' primitive wasintroducedin [26], andwe useit
for quorum-acknwledgedbroadcastsn our protocoland
for shawing the safetyof our solution. In the full paper
we also formally presentthe implementationof T', called
Ty , andsuggestedh [26] andwe usel’;,,, in assessing
theperformancef theprotocol. Thel primitive constitutes
the lower layer of the overall emulation.Theservicespeci-
fied by the primitive providesthe client with the ability to
performgquorum-a&nowledg@dbroadcastsandit returnsto
the client theresultsof the condensefunctionthatis com-
putedontheresponseto thebroadcast.

5.1 The Implementation A

In the full paperwe presenta straightforward imple-
mentationof the T' primitive. The implementationuses
send/recsie point-to-pointchannelsEachchanneis mod-
eledhaving end( );; andrecv( );,; actions,fori,j €
PID. Suchchannelshave very simplespecification.Recall



Data-types:
, configurationindiceswith selectors
ac andb d (variablesare , ,c )
, configurationpairswith selectors
ac andb d (variablesare , )

Acknowledgmentvaluesfor thequeryphase
areof thetype .
Theselectorsre:

msg themessagéypeof “query-ack”

val , thedataobjectvalue

tag thetagoft eobject

CciX , theconfigurationindex pair

cfg thequorumconflguratlorpalr

with selectors:
act theindex of theactive quorum
bid: theindex of the proposedjuorum
grm: the currentlyusedconfiguration

Condenserfunciions:

@.(a a,a a
a a a ), maximumtag
@.(a ¢ ,a :
a ¢ a  cix), maxindex andits config.
State of the reader/writer: (foreach  PID)
a ,initially a ,
a ,initially a
, tagusedin propagatingesults,
initially
prop-val , initially

status { query-eady query-activeprop-ready
prop-active prop-done}, initially query-eady

request { “‘read” , } ({ ‘write” } )
ack-g, afinite sequencef , initially empty
used

Figure 2. Reader/writer A specification;

thatwe have definedtheimplementatior’;,,, asthecom-

positionof A() andthechannebutomataMain differences
betweerl’ andeachA () arethatin A(®, (1) insteadof the

global p, eachprocessomaintainsa statecomponent p

for invocationsit initiates,and(2) messagearecommuni-
catedusingthe channelswith the help of queuesut-gand
deliverq. We show thatT';,, implementd’.

Theorem5.1 I';,, implementd.

We next assesghe conditional performanceof I';,, (as
suggestedh [26]).
Theorem5.2 Supposeén ary executionof T';,, : (a)there

is a constantupper bound g on the time requiredfor a
processorto readall receved messagesperform a local
computation,and sendreplies, (b) the sameupperbound
holds on time requiredfor a messagéo be deliveredif it
is ever to be delivered,and(c) thereexists a setof proces-
sors € q.qr suchthatthey recevetherequestindtheir
condensedcknavledgmentsaredeliveredto theinvoker of
thesubmit Thenat mosttime 5g passedetweerthesubmit
transitionandthematchingrespondransition,andthereare
atmost2n messagesentastheresultof the submit

Finally notethatT';,, is intentionally designedto be
very simpleto shaw thatT is easilyimplementable.

6. The Shared-Memory Emulation

In this sectionwe presenthealgorithmthatimplements
the resilient multi-reader/multi-writeratomic register ser
vice. We presenthesolutionfor oneemulatedegister The
solutionis extendedto multiple emulatedregistersby us-
ing instancef the algorithmin parallel. We presentthe
emulationalgorithmsin threeparts. First we describethe
representatiorf the registersand the quorum configura-
tions. Thenwe presentthe reader/writerautomatonA4(®,
andfollow with thereconfigurelmutomatoriRec

6.1 Registersand Configurations

The registeris representedby its valueva andits tag
tag, andit is replicatedat all processorsEachtagis a pair
consistingof a sequenc@umberseganda processoiden-
tifier pid. Thetagsarecomparedexicographically( ).

Eachprocessomp also maintainspairs of quorumcon-
figurationsand configurationindices. A configurationin-
dex, cix , is a pair of configurationsequencenumbers

Part I, data types and states

(ci .act,ci .bid) . They aresuchthatcix.act is the se-
guencenumberof the active configurationat p, cix.bid is
the sequencenumberof the proposedconfigurationat p.
The indicesare usedto compareconfigurationsaandto de-
tecttheinstallationof new configurations.
Eachconfigurationindex corresponds$o a configuration
pair,cfg =( . , . ), wherecfgact is theac-
tive configurationat p and cfg.bid is the proposedcon-
figurationat p. Whencix.act = cix.bid , it implies that
= . andthattheproposectonflguratlorls
acceptedasactlve Conflguratlorlnde< pairsarecompared
lexicographically When , the config-
urationis intermediate Whenusingreador write compo-
nentsof intermediateconfigurations processoraisejoins
(X) of theappropriatecomponentsf cfg.act andcfg.bid .

6.2 The Reader/Writer Automaton A®

We give the codeof the algorithmfor a reader/writerin
Figure2 andin Figure3. Figure2 shavsthecommondata-
typesandstateswhile Figure3 shavsthetransitions.

Thereadersaandthewritersusethe samealgorithm.The
only differencebetweenthe readsand the writes is that a
writer assigns new tag by incrementinghe maximumtag
found,while areadersimply useshe maximumtag.

Eachreador write operationconsistsof two phasesn
eachof which T is invoked one or moretimes. Iterations
occuronly whenthe usedconfigurationj.e., the index-pair
of activeandproposedonfiguratiorattheinvoking proces-
sor, is lessthan (lexicographically)the maximumconfigu-
rationindex returnedto the invoking processarlf a higher
index is detectedit is adoptedandthe primitive is invoked
againusingtheconfiguration(sgorrespondingo the higher
index pair. This ensureshat obsoleteconfigurationscan
be detectedby a processothat wantsto performa reador
awrite. The first phase,query, usesactive readquorums
if ¢i .act = ci .bid andthe intermediateconfigurationif
ci .act  ci .bid. The secondphase propagation, uses
active write quorumsif ¢i .act = ¢i .bid andtheinterme-
diate configurationif ¢i .act  c¢i .bid. Variable (sub-
scriptedwhennecessaryyvill be usedto uniquelyidentify
the client-level reador write operationsoccurringin some
execution.Formally we make thefollowing definition:

Definition 6.1 The phase®f anoperation aredefinedas



Transitions of the reader/writer:
Inp write

Eff. request ‘“write”, v
Inp read

Eff. request ‘read”
Out submit “query” , ,
Pre: status= query-eady

(a).(“query-ak”), )

request

cix =cix cfg

cix cix ) cfg cfg
Eff. status:= query-active

used:=

Inp respond “query-ack”,
Eff. if used.actused.bid then
if request “write” ,w then
prop-val:= w; prop-teg
else
prop-val prop-tag
status:= prop-ready
else
cix cfg
status:= query-leady
Inp delivel “query”,
Eff. append “query- ad(" cfg ,
if then

toadk-q

Out submit “pr opagate”, ,
Pre: status= prop-ready

(a).(‘prop-ak”),

cix =cix cfg
cix cix cfg cfg
prop-vat prop-teg

Eff. status:= prop-active
used.act= cix.act
used.bid= cix.bid
used.grm=g

Inp respond “pr op-adk”, ,
Eff. if used.actused.bid then

status:= prop-done

else
; cfg

status:= prop-ready
Inp deliver * propagate ,
Eff: append ‘pr op- ad( cfg ,

then

toadk-q

if " then
; cfgi=2
Inp delivel( “query-install”, ,
Eff. append “install-ack”, ,
if then

to adk-q

Inp delivel “r econ-done”z,Z ,
Eff. append “recon-ak” ,
if then

Out read-confirm
Pre: = prop-val
status= prop-donerequest “r ead”
Eff. request=
status:= query-eady
Out write-confirm
Pre: status= prop-done
request “write”,

to adk-q

Eff. request=
status:= query-eady
Out ack

Pre: headédk-q) = r,id
Eff: adk-¢:=tail(ack-0)

Figure 3. Reader/writer A" specification;

follows: Theoperation isinitsq er phaseafterthetran-

sitionof the b 4t of “query” andpriortothe b it of
“propagate”; isinitspr pagate phaseafterthetransition
ofthe b it of “propagate” andprior to the responseo

its client.

The writer (reader)acceptsa client write (read request
andinvokesT" by usingthe submitactionto queryall pro-
cessorsn areadquorum(active or intermediate)or their
tags. Whenthis query phasecompleteswith the respond
action,awriter on onehand,constructghe propagatiortag
prop-tag whosesequenc@umberis thesuccessoof the se-
guencenumberof the maximumtag returnedand whose
secondcomponentis the processos identifier. It thenin-
vokesT to propagateprop-tag andthe new value prop-val
to all processorin awrite quorum(active or intermediate).
A readerontheotherhand,simply invokesT to propagate
themaximumtagandthe associatedalue.

Eachprocessohasa queue,ack-q, thatis usedfor ac-
knowledgmentso be sentout subsequentlyor the corre-
spondingdelivertransitions.

6.3 The Reconfigurer Automaton Rec

The reconfigurerautomatonRec at processonr main-
tainsthe quorumconfigurationsequencegair ci  andthe
configurationpair cfg . In ary global state,the configu-
ration index at arny processop is definedto be current if
ci ci The subtlepoint of this definition is that if
readers/wntersare current, their configurationindicescan
not only be equal, but also be greaterthan the configura-
tion indicesat the reconfigurer This is essentialn proving
the correctnessf theemulation.In Figure4, we definethe

Part Il, transitions

transitionsof thereconfigurer

Thereconfigurethasthreephasesin eachl is invoked
once. In the query-install phaseat “submit” of ¢ er -
in ta , the Join of areadquorumanda write quorumin
the active configurationare informed aboutthe proposed
configurationand queriedaboutthe registervaluewith the
maximumtag. In the propagatephasdt propagateshistag
andthe associatedalueto a write quorumin the new con-
figuration. In the recon-idlephaseit announceso a write
guorumin the new configurationthatthe reconfiguratioris
complete.

Note that the incrementingof c¢i .bid occursat “r e
spond” to in ta -ac (ci .act at‘“respond’to rec n-
ac ), i.e., afterthe reconfigurethasreceved confirmation
thatthe Join of areadanda write quorum(awrite quorum)
hasreceved the new configurationindex. This is usedin
the safetyproofsandis thereasonwhy, assaidabove, pro-
cessorsanhave configurationindicesthataregreaterthan
theconfigurationindicesatthereconfigurer

We definethe phase®f thereconfigureformally asfol-
lows:

Definition 6.2 The reconfigurerr is in its query-install
phaseafter the transitionof the submitof “query-install”
and prior to the submitof “propagate”. The reconfigurer
is in its propagate phaseafter the transitionof the submit
of “propagate” and prior to the submitof “r econ-done”
The reconfigureliis in its recon-idlephaseafter the transi-
tion of the submitof “r econ-done”and prior to the sub-
mit of the next “query-install”; r is alsoin its “r econ-idle”
phaseprior to the submitof thefirst “query-install” .



Stateof the reconfigurer :

The componentsare the same as for the reader/writer except that requestis omitted, and status is given as:

{ ) ) ) ) b
Transitions of the reconfigurer:

Inp recon
Eff: cfgbid:=
status.= neNfconfilg
Out submit “query-install”,
Pre: status= new-config

().(“install-ack”),
cfg

Eff. status:= query-active
Inp respond “install-ack”,
Eff: prop-val ; prop-teg
cix.bid:= cix.act
status:= query-done
Out submit “pr opagate”,

Pre: status= query-done
prop-val prop-tag
cfg

Eff. status:= prop-active

Inp respond “prop-ak” ,

Eff. status:= prop-done

(a).("prop-ack”),

) }, initially idle.

Out submit “r econ-done;
(a).(“r econ-ak”),
Pre: status= prop-done

cfg cfg
cfg

Eff. status:=recon-comp

Inp respond “r econ-ak” ,

Eff. status:= recon-eady
cix:= cix.bid, cix.bid
cfg:= cfgbid, cfgbid

Out recon-confirm

Pre: status=recon-eady

Eff. status:=idle

(Theactionsdeliverandack are

identicalto thosein Figure3.)

Figure 4. Specification of the reconfigurer Rec

7. SystemAnalysis

In this sectionwe shav correctnessf the emulational-
gorithmsandassesshe systemperformance.To shav the
atomicity of the emulationwe usethe system . Theper
formanceis shown for theimplementation ;,

7.1 Corr ectnesgSafety)

We statetheatomicitytheorenfor thesystem andout-
line its proof. The proof usesan approachsimilar to [26],
andis themosttechnicallychallengingpartof thiswork (for
the completeproof seethefull paper).

Theorem7.1 implementsan atomic multi-writer multi-
readermegister

We saythatin agivenexecutiona of operation prop-
agatesa tag if the tagis usedin the submitactionin the
propagatiorphaseof . Thetagpropagatedby operation
isdenotecby ( ). Wherea is clearfrom the context we
omitit anduse ( ).

A client-level read (write) operationis invoked by its
correspondingead (write) event. The responseevent of
theread(write) operationis its correspondingead-confirm
(write-confirn) event. We defineCP, the client-preceding
orderasfollows:

Definition 7.1 If in anexecutiona, theconfirmeventof the
operation ; precedesherequeseventof theoperation o,
then 1 2.
Supposdor someexecutiona theactionsof anoperation
includetheactionsof I for someid, startingwith thesub-
mit eventandincluding the respondevent. Thensincethe
identifierid is uniqueit alsouniquelyidentifiesthe client-
level operation . Thereforevecanlet (id) standor ( ),
(wherethe propagatiortag ( ) is definedfor anoperation
in the respondactionuniquelyidentifiedby id, or when
( ) is propagatedy theT' primitive usinguniqueidenti-
fierid.)

We show the atomicity of the readandwrite operations

for ary executionby usingLemmal3.160f [25]. To beable

to usethis Lemma,we shav thatthereexistsa partialorder
of readandwrite operationsn a sequencef actionsof a
read/writeregisterthatsatisfiescertainconditions.

To simplify our proofsof thecorrectnessf , we usea
succinctandeffective way of expressingthe eventuality of
certainoutcomeshasedon the currentknowledge, a “fill”
notion (alsousedin [26]). “fill” predictsthe acknavledg-
mentvectorfor acurrentinvocationandtherebyallows usto
simplify our invariantsandreduceghe sizeof their proofs.

The fill notion producesa “virtual” acknavledgment
from eachprocessobaseddntakingtheactualacknavledg-
mentif it is alreadydefined,elsea predictedacknavledg-
mentdeterminedasfollows. If a deliver hasoccurredat p
withoutthe correspondingck, thenthevalueis the queued
acknavledgment;if the deliver hasnot occurred,thenthe
valueis the acknavledgmenthatwould be producedf the
deliver occurredasthe next event.

Definition 7.2 For the invocationof the I' primitive with
the unique identifier id, let :

be the function computed in the effects of the
deliver action by processorp to construct the ac-
knowledgment messageupon the receipt of a mes-
sage from the submiter Wedefine fill(p,id) =

if d then

elseif d ac then
elseif ,d ac -
else ,

Thekey to theproofis amulti-partinvariantLemma?.2,
shavnin Figure5 whichwe now explainandwhoseproofis
in thefull paper PartI3 is themostimportantpart;it relates
the tagsof operationsvhereonefollows another Parts|1
andl2 areauxiliary invariants.

Partsl1a,b,c dealwith the propertiesof the tagsof com-
pletedoperationsandthe stateof the reconfiguration.Part
I1a saysthatfor arny completedeador write operation , if
no new quorumsystemis beingprocessedby the reconfig-
urerr, thenthereexists a proposednwrite quorumsuchthat
all processordn it reflecteither or someotheroperation
thatsupersedes.

d acc
then (theunique)



Lemma7.2 In all reachablestates:

I1 If €c peted, then:
(a)If r isin its recon-idlephasethen:
W € cfgbidwrite :Yie W: ()< tag;
(b) If r is in its query-install phasehaving invoked
I using identifier id , then: VR € cfgactread

()< maxe { i (i, id )-tag}

(c) If r isin its propagatephasehaving invokedI" using

identifier id andtag ,then:

L(()< )AWNie p(id)ac : < tag)

or

2. W ecfgbidwite:Yie W: ()< tag.
2V €c peted:

@lf ! and atprocessop isin thequeryphase

having invokedT" usingidentifier id, thenfor ary R €
usedgr , either

1. ()< maxie { ¢ (i, id).tag},or

2.( ed.act, edbid)

(max;e { ¢ (4, id).ci .act},

max;e { ¢ (¢, id ).ci .bid}).

(b) If is in the propagation phasehaving invoked I’
usingidentifier id, either:

1.( ed.act, ed.bid) iscurrent or
2. We . write:YieW: ()< tag;oOr
3.VW € qr  { edact, ed.bid)

(max;e { i (i, id).ci .act},
max;e { i (i, id).ci .bid}).

13 1f 4 s and ( ) isdefinedthen:
@ (1)< ( 2) when s isaread,
() (1) ( 2) when »isawrite.

Figure 5. Main Invariant

Part11b saysthatif the reconfigurer hasinvokedT to
install anew configurationthenno matterwhatactive read
guorumit endsup using,it is guaranteetb obtainatagthat
is at leastaslarge asthe tag of any completedoperation.
This guaranteds expressedisingthefill notation.

Part I1c saysthatif the reconfigurer hasinvokedI" to
propagatehemaximumtagit foundto anew write quorum,
thenthistagis ashigh asthetagof any completedperation
andary processorshathave acknavledgedthe propagated
tag have updatedheir own tagsor thatthereis a proposed
write quorumsuchthatall processor it reflecteither or
someotheroperatiorthatsupersedeis.

Part12a saysthatfor ary reador write in its queryphase,
either(1) thetagreturnedby the queryis guaranteedo be
atleastashigh asthetagof anoperatiorprecedinghisone
in the client-precedingorder — this is expressedwith the
helpof thefill notation,or (2) the operationwill detectthat
its configurationis obsolete- the guaranteef detectionis
expressedisingfill.

Part12b saysthatfor ary operation in its propagation
phase,at leastone of the following conditionsis guaran-
teedto hold: (1) its propagatiortagis eitherbeingpropa-
gatedusingthe currentconfiguration,or (2) the tagis al-
readyreflectedin awrite quorumof the new configuration,
or (3) will detectthatits configurationis obsolete- again
this guarante®f detectionis expressedisingfill .

Part13 is thekey part. It saysthata readcompletelyfol-
lowing anotheroperationhasa tag thatis at leastaslarge,
andthatawrite hasatagstrictly largerthanary otheroper
ationthatprecededt.

The partial order requiredby Lemma 13.16 [25] and
yielding the proof of Theorem?.1is now constructedn the
following way: For an executiona of  containingno in-
completeoperationslet sequence bethe projectionof «
containingtheinvocation/responseventsof readandwrite
operations.Let IT be the setof operationdn . We define
the(irreflexive)partialorder ~ =(II, ) ontheoperations
by letting: 4 ofor 1, 2 €lif(@) (1) ( 2),
orif (b) ;isawrite, yisaread,and ( 1) = ( 2)-
7.2 Conditional Performance Analysis

In this sectionwe assesghe performanceof the com-
posedsystemgcalled ,, ,thatdiffersfrom onlyin that
it usesT'y,, insteadbfT (recallthatT';,, formallyimple-
mentsl'). For ;,, we shav thatthereconfigurations not
obstructedby the concurrentclient level read/writeopera-
tions,and,moreimportantly thatthe clientlevel read/write
operationsare not obstructedby a tardy or stoppedrecon-
figurer—thereconfigurations graceful

To assessthe performance of the atomic multi-
writer/multi-readerservice,we carry over the assumptions
of Theorenb.2. In particular we usethe sameupperbound
g onlocal processopperation@ndmessagéelays andwe
assumeahatthe quorumsystemsrenotdisabled.

The next theoremshaows that the performanceof ary
reconfigurationdoesnot dependon ary client-level oper
ations.

Theorem 7.3 Any reconfiguratiorntakestime at most15g
andat most6n messages.

Finally we showv thatreadsandwritesarenot obstructed
by reconfigurations.

Definition 7.3 Let ¢i 1 andei o betwo configurationin-
dex pairs. We definethedistancedi t(ci 1,ci 2) between
thesepairsas|(ci .acti+ci .bidy)—(ci .acta+ci .bids)|.

Intuitively, givenanexecutionof thesystemthedistance
betweenary two configurationindex pairs givesthe num-
berof differentconfigurationgincludingintermediate}hat
cameinto existencesincetheleast(with respecto thelexi-
cographicabrder)of thesetwo index pairsbecameknown.

Theorem 7.4 In ary execution,if (a) all reconfigurations
completeby time ¢ or if (b) a reconfigurationdoesnot

completeby time ¢, but the reconfigurerdoesnot perform

ary further stepsafter time ¢, then arny processormnp that

doesnot permanentlystop,completests reador write op-

erationin time 10g + di t(ci ,ci ) - 5g, usingat most
(2 di t(ci ,ci )+ 4)-n messagesyvhereci is the

configurationindex pair at p at the invocationof the oper

ationandei  is the maximumof all index pairsthat exist

anywherein the systemat .

Theorem 7.5 If anexecutioncontainsareador awrite op-
erationat processop that startsat time ¢; and completes
attime to, thenty — t; < 10g + (di t(ci ,ci ) +
2¢) - 5g, and the number of messagesentis at most



(4+2di t(ci ,ci )+4c)-n,whereci istheconfig-
urationindex pairatp att; andei  is themaximumof all
index pairsthatexist anywherein the systemat¢;, andc is
thenumberof reconfigurationshatareconcurrentvith the
operation.

8. Conclusionsand Discussion

We presenteda robust service that emulatesatomic
multi-writer/multi-readerregistersin messag@assingsys-
tems. The serviceusesdynamically reconfigurablegquo-
rum systemsto ensureatomicity in a way that doesnot
rely on locking or mutualexclusion. The reconfigurations
aregraceful sincethey do not obstructconcurrenteadsor
writes. The emulationworks with any quorumsystemand
doesnot requirethat any two quorumsfrom distinct quo-
rum systemshave a non-emptyintersection.Theemulation
containsno singlepointsof failure.

Acknowledgments: We thankMauriceHerlihy andNangy
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valuableobsenations.
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