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Abstract
Token rotation algorithmsplay an important role in dis-
tributed computing, to support such activities as mutual
exclusion,round-robin scheduling, group membershipand
group communicationprotocols. Ring-basedprotocols
maximizethroughputin busysystems,but can incur a lin-
ear, in the numberof processors, delaywhena processor
needsto obtaina tokento performanoperation.

Thispapersynthesizesthesetwoalgorithmictechniques
thereby improving performance(responsiveness)of logi-
cal ring protocols.Theparameterizedtechniquepreserves
the safetypropertiesof ring protocolsand maintainshigh
throughputin busy systems,while reducingthe delay in
lightly loadedsystemsfroma linear to thelogarithmicfunc-
tion in the numberof processors. Thealgorithmic devel-
opmentis done using term rewriting systemswhere our
parameterizedprotocol is developedin a seriesof safety-
preservingrefinementsof a basicspecification.

1 Intr oduction
Developingadaptive, token-basedprotocolsfor mutualex-
clusion,groupcommunication,andotherdistributedalgo-
rithms, is difficult becauseof the subtleinterplay of cor-
rectnessandperformanceconcerns.We developa generic
token-basedprotocolthatcangive riseto many implemen-
tations, eachoptimized for a unique set of performance
characteristicsbut all having the samesafetycriteria. The
protocolsare developedfrom a high-level descriptionin
which the desiredpropertiesarebasicallyself evident. A
successionof refinements,eachof which is easilyshown to
beassafeastheprevious,arepresented.Separatingcorrect-
nessfrom performance,makesit easierto devisecomplex
setsof rules to improve performancewithout constantly
worryingabouthow they impactcorrectness.

The final refinedprotocol resultsin a most responsive
systemandis describedin just 8 rules. It is a token-based
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algorithmthat combinespassinga token arounda ring of
processorswith a logarithmic,binarysearchstrategy. Like
theIEEE802.4protocol,ring-basedschemesprovidegood
throughputundervariedloads,stableperformanceunderin-
creasingloads,andensuresfair accesswith deterministic
guarantees.On theotherhand,logarithmic,tree-basedpro-
tocols,provide fair accesson averagefor moderateloads
and excellent responsewhen the use is bursty but infre-
quent.Our adaptive schemeprovidesthebestof bothpro-
viding goodandfair performancefor loadedsystemsand
quick, logarithmicresponseunderlight to moderateloads.
A tokenflowsaroundthering,asin theusualring basedap-
proach,however, whensomenodewantsthetoken,search
messagesandtrapsareusedsothatwhenthetokenis found,
it canbequickly forwardedto a needynode.

Thispapercanbeseenasanexampleof a techniquefor
structuringdistributedapplicationsystemsasabstractcom-
ponentsthatmaybemappedto realisticdistributedarchitec-
tures.Thecomponentsaredesignedto implementspecific
applicationproperties.It is desireablefor thepropertiesof
theconstituentcomponentsto be“orthogonal”in thesense
thattheanalysisof theresultingsystemcanbederivedfrom
theanalysisof theindividualcomponents.

Given applicationrequirements,our systemcan make
useof two qualitatively differentcommunicationmodes:
(1) Componentsuse“expensive” communicationservices;
theobjecthereis to usetheguaranteesof theseservicesto
show thecorrectness/safetyproperties.
(2) Componentsuse“cheap”messagingwithout firm guar-
anteesto shepherdthe overall systemso asto enhanceits
performance,e.g.,if thesystemmaintainsa circulatingto-
ken, thecheapmessagesmaybeusedashintsdesignedto
alter the token rotationscheduleto divert the token to the
nodeswith greaterneeds.

The correctnessof the systemis shown by consider-
ing only the “expensive” messages,while the cheapmes-
sagesdo not affect correctness.In particular, the system
remainscorrecteven if no “cheap” messageis ever sent.
The“cheap”messagesareusedto show conditionalperfor-
mancepropertyof thesystem.In generalweargueif a cer-
tainnumberof “cheap”messagesaresentandaredelivered
within certaintimebounds,thenthesystemcanachievede-
siredperformancegoals,e.g., the overall distributedcom-
putation makes progressor that it makes progressat a
known pace.

Weconsiderasetof fully interconnectednodeswhere,at
any time,anodemaywishtoobtainanexclusivepossession



of a broadcastmediumin orderto multicastto all nodes,or
to acquireexclusive accessto somesharedresource,in the
sameglobal order. For expositorypurposes,it is simplier
to think in termsof broadcastingeventhoughall our results
areapplicableto mutualexclusion.

Our token-passingsolution incorporatesan interesting
duality (push-pull).Whena noderequiresthetoken,it can
eitheractively try to find thetokenor theownerof a token
canactively try tofind whichnoderequiresit. In eithercase,
combininga rotationstrategy with a binarysearchreduces
thenumberof messages.It achievesa responsiveness,de-
fined asthe maximumtime betweensomeservicerequest
andthesatisfactionof some(possiblydifferent)request,of���
	���
����

underall loadsandis fair.
Ourprotocolsaredescribedin apurelysyntacticfashion

making useof a Term Rewriting System. The proofs of
safetyarealsopurelysyntactic.Associatinga meaningto
thesyntax,givesriseto a family of implementations.

1.1 Relatedwork

Mutual exclusionprotocols[10, 16, 18] arevery important
in enablingcooperative distributed computation. Token-
basedapproaches[3, 5, 7, 8, 9, 13] have beenusedin de-
signingmutualexclusionandresourcemanagementproto-
colsfor a long time. Thesetoken-basedapproachesinclude
ring-orientedsolutions,which requireup to a linear num-
berof messages,andtree-orientedsolutionsthatrequirethe
numberof messageslinearin thediameterof thegraph.

An important example of cooperative distributed
systemsis provided by group communicationservices
(GCS)[6]. GCSsenableprocessesof a distributedsystem
to operatecollectively as a group. Different GCSsoffer
different guaranteesabout the order and reliability of
messagedelivery, seethe survey [19]. Logical token ring
approachesto establishmessageorderingandto maintain
membershiphavebeenusedin GCSs,e.g.,[1].

Anotherrelatedproblemis calledmutualsearch[4]. In
this problem,a setof agentsdistributedin a network need
to locateeachotherby queryingthenodesof thenetwork.
Herethemodelcanbeinterpretedasa setof clients(token
requests)searchingfor resources(tokens). (Seealso the
relatedproblemsgivenin theappendixin [4].)

1.2 Paper Organization

The structureof the rest of this paperis as follows. The
formal foundations,definitions,andnotationarefirst pre-
sentedin Section2. Section3 presentsthe basicprotocol
andits refinementsleadingto a localhistoryprotocolusing
tokenpassing.Performanceissuesareaddressedin Section
4. Section5 concludeswith a discussionandextensions.

2 Foundations
Our protocolsaredescribedinformally aswell asin a pre-
cisesymbolicmanner. This sectiondescribesour modelof
computationandtheformalprotocolspecificationnotation.

Thedistributedcomputingsettingis assumedto consist
of a finite set of processorscommunicatingby meansof

messagepassingandsharingnocommonstorage.Thepro-
cessorshave uniqueidentifiersfrom a finite set � , where����� � � is the numberof processors,andthe communi-
cationnetwork is a completegraph. We assumecomplete
asynchrony andmake no assumptionsabouttime or com-
municationdelayswhenwereasonaboutthesafetyproper-
ties. However, to establishthe performanceresultswe in-
volveoperationalreasoningaboutexecutionsassumingthat
thecommunicationoccurswithin boundeddelaysandthat
localeventstakenegligible time.

We useTerm Rewriting Systems(TRS’s) to defineour
protocol. TRS’s have beensuccessfullyusedto modelmi-
croarchitectures[2] andto specifycachecoherenceproto-
cols[17]. A TRS � ��������� � consistsof a setof terms

�
anda setof rewriting rules ! . Thetermsrepresentsystem
statesand the rulesspecifystatetransitions. The general
structureof rewriting rulesis asfollows:

"$#&%'")( (if * ( "$# ))
where" # and " ( aretermsand* ( " # ) is anoptionalpredicate
about" # .

A rule canbeusedto rewrite a termif its left-hand-side
patternmatchesthetermor oneof its subterms,andthecor-
respondingpredicate,if any, is true. If severalrulesareap-
plicable,thenany oneof themmaybeapplied.If no rule is
applicable,thenthetermcannotberewrittenany further. A
rewriting strategy canbeusedto specifywhich rule among
theapplicablerulesshouldbeappliedateachrewriting step.
A sequenceof terms(possiblyinfinite), startingwith some
initial termandobtainedby successive applicationof rules
is calleda reduction.A path is a subsequenceof a reduc-
tion.

Notation: It is importantto distinguishbetweenvariables
andconstantswhile patternmatching.A variablematches
any expressionwhile a constantmatchesonly itself. We
will follow the conventionwherevariablesand constants
are representedby identifiersthat consistof English and
Greekletter, respectively. Identifierswith uppercaselet-
tersarevariables,andusuallyrepresentsets. We use‘ + ’,
thewild-cardterm,asa placeholderfor any possibleterm.
When a wild-card appearsin the sameposition on both
sidesof the re-rewrite rule, thenwe assumethat it is left
unchangedby therule (this conventionservessolelyto un-
clutter the rulesby reducingthe numberof symbols). We
use‘

�
’ asa term catenationconnective wherethe ordering

doesnot matter(i.e., ‘
�
’ is associative and commutative).

Additional notationusedthroughoutthis paperis given in
Figure1.

Our systemswill be describedfrom a global point of
view. Henceto ensuresafetywe needto ensurethat all
local eventsat a nodearecapturedby our systemdescrip-
tion, our setof rules. We formalizethis with thefollowing
definitions:

Definition 1 A history is a sequenceof eventsof interest
thatareobservedlocally. A nodemayalsoreceivea history
in a message fromanothernode, andit canappenda local
eventto thehistory.



, Thesetof processorsis � .

, Givena cycle graph
� � �.-/� and 0213� , we define054 # to be 6 suchthat

� 0 � 6 � 1 - . In thesamevein, 074 ( is
� 054 # � 4 # ,

07498 is the :<;
= successorof 0 , and 09>?8 is such6 that 6@498 � 0 .

, Thenotation ACB$DFE.GH0 ��IJ� denotesanunorderedlist of terms0 ��IJ� suchthatfor each
I

thepredicate* �KIL� is satisfied.E.g.,
ACENMLO #QP (RP SCT I standsfor U � VW� X .

,ZY is theappendoperator.

, We define [5\ to bethedistinguishedsymbolfor each021�� . It identifies0 andit servesastheleft identity for Y ; we
useto denoteanemptytokenrequestfor 0 .

, Wedefine] \ to bethedistinguishedsymbolfor each031^� . Weuse] \ to denoteatokentrapsetonbehalfof processor0 .

, Let _ and ` be(ordered)sequencesover acbed . We definetherelation‘ f ’ sothat _gfZ` when _ is aprefixsequence
of ` , andwedefinetherelation‘ fih ’ suchthat _jfihc` when _ is a prefixsequenceof ` oncethey areprojectedonto
theelementsof a .

Figure1: Definitionsandbrief explanationof additionalnotation.

Definition 2 Aprotocolis saidtosatisfytheprefixproperty
if each node’s individual history is a prefix of the global
history.

3 BasicProtocols
The high level global specificationis presented.It is then
refinedin threestepsto eliminateany globalstateor instan-
taneousactions. The refinementstepsaresmallmakingit
easyto provethatthey maintainthesafetyproperty.

3.1 Global Specification– SystemS

At any time, a nodecandecideit needsto broadcastand
becomesa readynode. The dataof somereadynodeis
broadcastto all thenodes.Two rulescapturethesetwo ba-
sic operationsanddefineour first protocol,SystemS. We
considerthe set k to be the setof nodesandtheir broad-
castdata,encodedaspairs

� 0 ��l \ � . The intentionis that 0
is a nodeand

l \ is thedatait wishesto broadcast.Initially,
eachnodehasno datato broadcast,andso k is initialized
to
�

pairs
� 0 � [7\ � , where[7\ is adistinguishedno-message

symbolfor eachnode.Thefirst rule capturesthenotionof
anodewantingto broadcastsomedata– theapproriatepair
in k is updatedto containthenew datato broadcast.

Datais broadcastto all thenodesby appendingit to the
history log of all broadcastmessages.This is capturedby
rule2, thatremovessomepair from k andappendsthedata
to a history log of messages,m . Figure2 givesa purely
symbolic,precisedescription.

We notethat rule 2 ensuresthat SystemS satisfiesthe
prefixproperty. Fromnow on,wewill usethisfacttoobtain

thesafetypropertyfor morerefinedsystems.

3.2 Local Histories – SystemS1

Our first refinementis a prepatorystepthat will led to an
eliminationof theglobalhistory. We introducelocal histo-
ries, n , maintainedby eachnode.In SystemS1 theglobal
history is copiedto local historyrecords.A nodemayper-
form this copy at any time – it is a performanceissueas
to exactly whenthecopy shouldhappen,but from a safety
point of view, the nodescanperforma copy in any order
andatany time.

SystemS1 consistsof threerules,seeFigure3, thefirst
two areessentiallythesameasin SystemS. Thethird rule,
whichcanbeinvokedatany time,copiestheglobalhistory
to somenode’s local,prefixhistory

Lemma 1 S1satisfiestheprefixproperty.

Proof sketch: Giventwo statesin S1, o and p , suchthat
thereis a pathfrom o to p , onecanmapeachstatein S1
to a statein S undera mapping q andit is easyto show
thatthereis a pathfrom q � o � to q � p � in S.Hencesince
S satisfiesthe prefix property, S1 does. The mappingis
trivial, just ignorethevaluesof n . r

Exactlyhow andwhena nodeupdatesits prefix history
canbeestablishedeitherwith additionalrulesor by refining
the currentrules. Although this will limit the numberof
possiblestatesthat thesystemcanenter, it will not violate
thecorrectnessproperties.

3.3 Token Passing– SystemToken

The broadcastrule can be restrictedto the time when a
nodehasthe token. The transitionsand reachablestates
of suchasystem,like theonerepresentedasSystemToken
in Figure4,areclearlyapropersubsetof thetransitionsand



SystemS
0 Initial state

� k � m � :
� A \ Mts � 0 � [ \ �Q� u��

1
� k ��� 0 ��l \ �Q� + � % � k ��� 0 �.l \ Y :9v)w \ �N� + �

2
� k ��� 0 ��l \ �Q� m � % � k � m Y l \ �

Figure2: SystemS, Thebase,abstractprotocol. Whena nodewishesto broadcast,it addsa new datumto k . m is the
globalhistoryof thebroadcasts.It is anorderedset.

SystemS1
0 Initial state

� k � m � n � :
� AN\ Mts � 0 � [7\ � ,

u
, AN\ Mts � 0 �.uL�x�

1
� k �y� 0 �.l \ � , + , + � % � k ��� 0 ��l \ Y :9v)w \ � , + , + �

2
� k �y� 0 �.l \ � , m , + � % � k , m Y l \ , + �

3
� + , m , n ��� 6 � + �.� % � + , m , n ��� 6 � m �x�

Figure3: SystemS1, Theset n is thecollectionof all thelocalhistoryprefixvariables.It containspairs
�{zC� me| � , whichcan

representthelocalprefixhistory m�| for node
z
. Thefirst two rulesarefrom SystemS,but with anextraparameterfield.

reachablestatesof SystemS1. Thus,it is easyto show that
it toosatisfiestheprefixproperty.

Lemma 2 SystemToken satisfiestheprefixproperty.

3.4 A Distributed Protocol– SystemMessage-Passing

A somewhat lessabstractprotocoldoesnot have explicit
global stateandusesmessagepassingto corrolatethe lo-
calstatesatdisjointnodes.SystemMessage-Passing is a
refinementof SystemToken with thesetwo features.

The “history” global variableis not maintainedin any
single place, rather it is passedaroundthe nodesas part
of somemessage.Whena messagearrivesat a node,the
“history” componentof the messagenodecanbe usedby
the nodeto updateits local prefix history. In the protocol
specification,we follow theconventionthata setwith pairs�
z��HIJ�

indicatesthat node
z

containsdata
I
, thusthe set is

distributedamongthenodes.
We also must translatethe single rule that instanta-

neouslychangesstateat two differentnodes,into themore
realistictwo rules: onefor sendingandanotherfor receiv-
ing messages.Eachnodehassomeinput setandanoutput
setof messages;the totality of thesesetsfor all nodesin
the systemis represented,respectively, by the input set }
andtheoutputset

�
. Thesesetsaremaintainedusingarule

that modelsmessagepassing. Onceagain,eachof these
setsconsistsof pairs

�{zC��IJ�
indicatingthatnode

z
hasmes-

sages
I
. Notethat theintentionis to modeldistributedsets

of messages;thefactthatthesearerepresentedby “central-
ized” sets} and

�
is simplydueto notationalconvenience.

The specificationfor SystemMessage-Passing is given
in Figure5.

It iseasytoshow correctnessby usingtheideaof drained
states. A statein SystemMessage-Passing is mapped
backto a statein SystemToken by gettingrid of statesin
whichthetransmissionsetsareempty, by stoppingany new
transmissions,and letting everythingdrain. We alsomap

themaximal m \ in SystemMessage-Passing to m in To-
ken.

Lemma 3 SystemMessage-Passing satisfiesthe prefix
property.

4 PerformanceIssues
Oftenthereareseveralcompetingcriteriafor optimization.
Traditional protocolsintegrateperformancewith correct-
nessmaking it difficult to modify a protocol to improve
its performancewithoutviolatingsomecorrectnesscriteria.
Our approachis to separatethe two concerns.The basic
protocoljust describedsaysnothingaboutperformance.It
assumesthat the token can be passedto any nodeand at
any time,leaving widescopefor implementation.Therules
specifya largesetof behaviors, someof which arehighly
inefficient. This sectionrefinesthesetof behaviors to just
thosethatperformwell in regardsto theperformancecrite-
ria of waiting timeandnumberof messages.

Let us call a nodethat requirethe token a readynode
otherwiseit is an idle node. It is a non-responsive system
thatwill passthe tokento many idle nodeswhile thereare
readynodeswaiting for it.

Definition 3 TheResponsivenessof a systemis the maxi-
mumtime period during which at leastonenoderequires
thetokenanduntil thetokenis givento a readynode.

Notethatresponsivenessis notthesameasaveragewait-
ing time. For example,whenall nodessimultaneouslyre-
quirethetoken,theresponsivenessis

��� U � , whereastheav-
eragedelaycanbe

���~���
sinceat leasthalf thenodeswill

have to wait
����V

cyclesbeforethey get the token. Also
note that the time period is not from the time a nodebe-
comesreadyto the time thesamenodereceivesthe token,
but ratherfrom the time a nodebecomesreadyto the time



SystemToken
0 Initial state

� k � m � n �.��� :
� A \ Mts � 0 � [ \ � ,

u
, A \ Mts � 0 ��u�� , 0 �

1
� k ��� 0 ��l \ � , + , + , + � % � k �y� 0 �.l \ Y :9v)w�\ � , + , + , + �

2
� k ��� 0 ��l \ � , m , n ��� 0 � + � , 0 � % � k �y� 0 � [7\ � , m Y l \ , n �y� 0 � m Y l \ � , 6 �

Figure4: SystemToken, Thesecondrule is a combinationof rules2 and3 of SystemS1. A tokenpassingmechanismis
representedby restrictingtheupdateto theglobalhistory record.Node 0 canappendits dataonly whenit hasthe token,
which is representedby thefourth (rightmost)field

�
.

SystemMessage-Passing
0 Initial state

� k � n �.��� } ��� � :
� A \ Mts � 0 � [ \ �Q� A \ Mts � 0 ��u��N� 0 ��u���u��

1
� k �y� 0 ��l \ �Q� + � + � + � + � % � k ��� 0 �.l \ Y :9v�w \ �Q� + � + � + � + �

2
� + � + � + � } �C���y� 0 �)� 6 �x�3�x�.� % � + � + � + � } ��� 6 ��� 0 �x�3�x�N��� �

3
� k �y� 0 ��l \ �Q� n �y� 0 � m �Q� 0 � + �C� � % � k � n �y� 0 � m Y l \ �Q�Q��� + �C���y� 0 ��� 6 � m Y l \ �x�x�

4
� + � n ��� 0 � + �Q�Q��� } �y� 0 ��� 6 � m �.�Q� + � % � + � n �y� 0 � m �Q� 0 � } � + �

3’
� k �y� 0 ��l \ �Q� n �y� 0 � m �Q� 0 � + �C� � % � k � n �y� 0 � m Y l \ �Q�Q��� + �C���y� 0 ��� 6 � m Y l \ �x�x�

( where 6 � 074 # )

Figure5: SystemMessage-Passing, Thehistory m is no longerexplicitly in theglobalstate,but is passedaroundasa
message.Thetwo new parameters,} and

�
, representmessagepassingbetweennodes.Eachnodehasaninput setandan

outputset.Theoutputset,
�

, containsthepair
� 0 ��� 6 �x�3�x� thatrepresents0 sendinga message

�
to node6 . Theinputset,} , is similar, where

� 0 �)� 6 �x�3�x� meansthat 0 hasreceiveda messagefrom 6 containingdata
�

. Thespecialdistinguished
symbol

�
representsthecasewherethe token is in transitandthusno nodehasthe token. To guaranteea circular token

rotation,replacerule3 by rule
X��

. Thiswill beusedto makecertainperformanceguarantees.

at which a readynode,not necessarilythesamenode,gets
it.

In reasoningabouttheperformanceof ourprotocols,we
associatethecostof zerotimewith rulesthataffectonly the
local stateof a node,andsomeconstanttime costwith the
rulesthat resultin messagepassing,i.e., therulesthatadd
datato any pair in

�
, theoutputset.

Whenconsideringthe performanceandresponsiveness
of a specificsystem,we restricttheconditionsunderwhich
certainrulesmaybe applied. Theseconditionsalwaysin-
volveonly thelocalstate(andthuscanbeviewedasspecific
implementationdetails). Clearlyany resultingbehavior of
theconstrainedsystemis alsoapossiblebehavior of theun-
constrainedsystem.

Wenow slightly modify SystemMessage-Passing, re-
placingrule3 with rule

X��
, Figure5, to obtaina responsive-

nessof
���
���

for
�

nodes.

Lemma 4 SystemMessage-Passing with Rule
X��

has a
responsivenessof

���~���
for
�

nodes.

Proof sketch: We assumea cycle graphon � . Theclaim
followssincerule

X��
ensuresthat 6 mustbethesuccessorof0 . This yields a responsivenessof

���~���
. Whenno node

requiresthe token, it simply cyclesaroundthe nodes. As
soonasa nodedoesrequirethe token, it will take at most�

messagedelaysuntil thetokenarrives. r
4.1 Non-deterministic Search

It is easyto seethatthebestresponsivenessof thesystemis
obtainedwhenthetokenis alwayspassedto a readynode.

The problemis how doesthe nodewith the token know
which noderequiresthe token,or, alternatively, how does
anactivenodeknow whocurrentlyhasthetoken.

Ratherthanhave thetokencycle overall thenodes,it is
possibleto sendrequestmessagesto all the nodes,asking
for thetoken. Eachnodemaintainsa setof traps, � , indi-
catingwhich nodeswant the token. Whena nodereceives
thetoken,it will forwardit to whichevernodewantsit. The
rules for this specification,SystemSearch, are given in
Figure6.

Notethatthesearchmessagesandtrapsfor now only en-
ablefurtherrefinementsthatwill ensurehigh performance.
The non-deterministicnatureof the rulespermit all kinds
of behaviors. We show oneoptimization(thatlimits theset
of possiblebehaviors of thesystem)sothatwe canget the
sameresponsivenessasin SystemMessage-Passing.

Lemma 5 SystemSearch can be modifiedto havea re-
sponsivenessof

���~���
for
�

nodes.

Proof sketch: To obtain a responsivenessof
���~���

for�
nodesfor SystemSearch, we modify the Systemwith

the following restrictions:Rule 4, in which the token can
be given to somearbitrarynodeis disabled(by imposing
a preconditionfalse). Rule

X��
from the modified System

Message-Passing is addedto the system. Rules5 and
6 are restrictedso that they sendmessagesto their cyclic
neighbors(by requiringthat 6 � 054 # and � � 054 # respec-
tively).

Therestrictionsforce therequeststo traversethenodes
in acyclic order. It isnow easytoseethatwithin

�
message

delays,thetokenwill befoundandsendto therequester. r



SystemSearch
0 Initial state

� k � n �.��� } ���e� � � :
� A \ Mts � 0 � [ \ �Q� A \ Mts � 0 �.u��N� 0 �.u���u���u��

1
� k �y� 0 ��l \ �Q� + � + � + � + � + � % � k �y� 0 �.l \ Y :9v)w \ �Q� + � + � + � + � + �

2
� + � + � + � } �C���y� 0 �)� 6 �x�3�x�N� + � % � + � + � + � } ��� 6 ��� 0 �.���.�Q���e� + �

3
� + � n ��� 0 � + �Q�Q��� } �y� 0 ��� 6 � m �.�Q� + � + � % � + � n �y� 0 � m �Q� 0 � } � + � + �

4
� k �y� 0 ��l \ �Q� n ��� 0 � m �N� 0 � + ���e� + � % � k � n ��� 0 � m Y l \ �N�C��� + ������� 0 �)� 6 � m Y l \ �x�N� + �

5
� k �y� 0 ��l \ �Q� + � + � + � + ���e� � � % � + � + � + � + ������� 0 �)� 6 � ]�\ �x�N� � ��� 0 � ]R\ �x�

6
� + � + � + � } ��� 0 ��� 6 � ]R� �x�Q�C�e� � � % � + � + � + � } �C���y� 0 ��� � � ]R� �x�Q� � �y� 0 � ]R� �x�

7
� + � n ��� 0 � m �Q� 0 � + ���e� � ��� 0 � ]R� �x� % � + � n �y� 0 � m �Q�Q��� + ������� 0 ��� 6 � m �x�N� � �.�

Figure6: SystemSearch, non-deterministictokensearchareimplementedasRules5, 6, and7. Rule5: Generateinterest
by settingtrap ] \ for node 0 andsenda messageto someothernodeto trapandreturnthemessage.Rule6: If asked,set
a traplocally for thetokenandcontinueto asksomeothernode.Rule7: If have trapandtokenthenremove trapandsend
token.

4.2 Binary Search

The circular token rotation restrictionof SystemSearch
obtainslinear responsiveness,which is inherentin the se-
quentialsearchstrategy. A responsivenessof

���{	K��
 : � is
possibleby doing a parallel searchon the orderednodes;
a noderecursively askstwo othernodesto searchfor the
token. However, sucha searchrequiresan unreasonable
numberof messages,in theworst caseit takes � � : � mes-
sagesfor eachnodethatrequiresthetokenandtherecanbe
many bottlenecksaswell.

It is somewhat surprisingthat a moreefficient protocol
resultsfrom combiningthe two modifiedprotocols. That
is, the tokenflows arounda ring. Whenever a nodewants
the token, it sendsspecial“gimme” messagesto the node
directly acrossthe (logical) ring. A nodereceiving a spe-
cial messageeitherreturnsthetoken,if it hasit, or it laysa
local “trap” andsendsa “gimme” messagehalfwayaround
either in the clockwiseor counter-clockwisedirectionde-
pendingon whetherthe tokenhasbeenat the nodebefore
or afterit beingat therequestingnode.Thetokencontinues
to flow aroundthering againfrom whereit wasfirst inter-
cepted.Figure7 givesthepreciserules– we call this spec-
ification SystemBinarySearch (Figure8 illustratesrule 6
of thesystem).

There are several desirablepropertiesof our binary
searchprotocol.

Theorem1 System BinarySearch satisfies the prefix
property.

Proof sketch: Follows by mappingstatesto the lessre-
strictedprotocol. r
Lemma 6 In SystemBinarySearch each token requestis
forwarded

���{	K��
����
timesfor

�
nodes.

Proofsketch: If thetokendoesnotmove,i.e.,Rule4 is not
invoked, thenwithin

	���
��
messagecycles,a searchmes-

sagewill reachthenodethathasthe token. If the token is

moving thenit will bumpinto a trapwithin
	K��
��

message
cycles. r
Theorem2 SystemBinarySearch with theadditional re-
quirementthat the token trapsare locally stored and pro-
cessedin FIFO order, hasa responsivenessof

���
	���
����
for�

nodes.

Proof sketch: This follows from theconstraintof System
BinarySearch andLemma6. r
Theorem3 SystemBinary Search is

	���
��
fair. That is,

duringthetimewhensomenode0 wantsthetoken,time ��� ,
and getsit, time � # , no onenodegetsthe token more than	K��
��

times,andthere are no more than
�

possessionsof
thetokenbyothernodes.

Proof sketch: We needto show that somenodecannot
getthetokenmorethan

	���
��
timeswhile someothernode

wantsit. Supposethetokenis atnode0 , thatnode� contin-
ually requeststhe token,andthatnode w alsorequeststhe
token. Within

	K��
��
messagesteps,therequestfrom nodew will arriveatnode0 by thebinarysearch.Assumingthat

nodeshandlemessagesandsatisfyrequestsin FIFO order,
thenwhennode � returnsthe token, it will besentto nodew .

Similarly, if all nodessearchfor thetoken,thennodew ’s
requestwill be satisfiedwithin

�&��	���
��
messagesteps.r

It is alsopossibleto have nodeskeeptheir requestslo-
cal andhave the token find which nodewantsit. That is,
if a nodehasthe token, it sendsout probingmessagesto
seewhich nodewantsthe token. Onceagain,if the token
or somedummy requestcycles aroundthe nodes,then a
binarysearchcanbeperformedrequiringonly logarithmic
numberof messagesratherthanlinear. Finally, it is possible
to combinebothschemes.

4.3 Simulation results

We have conductedanempiricalstudyby implementinga
simulationof SystemBinary Search andtheregulartoken
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Figure7: SystemBinarySearch, is a combinationof a circulartokenrotationanda binarysearchfor thetoken. Thefirst
four rulesarethesameasin SystemSearch. Themorecomplicatedsearchmessagescontainthelocalprefixhistoryof the
requestingnode.Rule6 compareswhat therequestingnodehasseenwith what 0 hasseento decidehow to continuethe
search.( _gf � ` is theprefixcomparisonof historieswhenthehistoriesareprojectedontothecirculartokenring rotation
events.) Rule7 sendsthe tokento the requesterindicatedby the trap ] � ; thedecorated

�6 indicatesthat the token is to be
returneduponuse.Rule8 getsthetokenin responseto a searchrequestandthenimmediatelyreturnsit to thesender.
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Figure8: Illustrationof Rule 6 of SystemBinarySearch: (a) the history m�� of the requesterat the time of requestis a
prefix of thehistory m at node 0 (whenprojectedontothetokencirculationevents)– searchcontinuesclockwise;(b) the
history m atnode0 is aprefixof thehistory me� of therequesterat thetimeof request– searchcontinuescounter-clockwise.

rotationprotocol.Theirbehavior is observedundervarious
loadscenarios,Figures9 and10. In eachsimulation1000
roundswereperformed,i.e., thetokenvisitedeachnodeat
least1000times. Figure9 presentstheresultsof a simula-
tion wheretheloadis fixedsothatonaverage,every10time
units,oneof thenodesin thesystemmakesa request.The
curvesshow, that usinga regular ring algorithm,the aver-
ageresponsivenessapproaches10,theaveragedistancebe-
tweennodeson thering thatmakearequest.UsingSystem
Binary Search, theaverageresponsivenessis boundedby	K��
 : , where : is thenumberof processors.This is further
illustratedin Figure10. Herewe decreasetheloadandfix
thenumberof processors( : � U)ª�ª ). UsingSystemBinary
Search, theaverageresponsivenessapproaches

	���
 : from
below. For the regular ring algorithmthe averagerespon-
sivenessapproaches: �tVW���¬« ª � .

4.4 Optimization considerations

In thissectionwebrieflydiscusssomeof thenumerouspos-
sibleoptimizationandrefinementalternativesfor our non-
deterministicandbinary searchprotocols. First of all, we
haveutilizedunbounded-sizesetsandhistoriesfor simplic-
ity of presentation.It is easyto boundthesizeof thesets
by throttling therequestsandmessagesissuedat thenodes.
For the ring protocolsthe historiescanbe boundedby in-
troducingthenotionof a roundandusingroundcounters.

The protocol given by SystemBinarySearch can be
viewed asa delegatedsearch. Here, the searchmessage,
once issuedby the requestingnode, finds its way to the
token with the help of othernodes. Nodesrememberthe
searchrequeststhey receive from othernodesin the form
of trapsthatarestoredlocally. To reducethestoragecostof
theprotocolwe want to garbage-collecttheobsoletetraps.
Thisgivesriseto two differentalgorithms:

Token-rotation clean up. Here the token itself is used
to remove old trapsduring subsequenttoken rotation
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rounds.The tokencancarryenoughinformation,e.g.,
roundnumber, informationaboutthe satisfaction of a
searchrequest,to enablethenodesto cleanup.

Inverse token clean up. The token after, it was found, is
not passeddirectly to the requestingnode,but rather
tracesthe trail left behindby the searchmessages.In
doingso,it removesthetrapsenrouteto therequester.

Another modification to the protocol would be the
directedsearch, where searchmessagesdo not migrate
through the ring but insteadare always returnedto the
searchingnodeinforming it whetherthe token wasfound
or not. This increases(doubles)the numberof search
messagesfrom

	K��
��
to
V­	K��
®�

in theworstcase,however
if the token reachesthe searchingnodeduring the search
dueto its normalrotation,thesearchcanbestopped,thus
saving somenumberof messages.

In yet anotherfurtherextension,nodesensurethat they
have only one request(one “gimme” message)outstand-
ing. All other requeststhat arrive are delayeduntil the
first requesthasbeensatisfied.This reducesthenumberof
“gimme” messagesto benomorethanthenumberof token
passingmessages.

Finally, we notethat thespeedof tokenpassingaround
thecyclecanbevariedaccordingto thedemand– veryslow
whenonly a few nodesrequirethe token andmuchfaster
whenthereis highdemand.

5 Conclusion
The methodologyfollowed in this paper provides wide
scopefor performanceoptimizationsandadaptive tuning.
In particular, adaptivealgorithmscanoftenbeimmediately
derivedfrom theabstractspecificationsin amethodicalway
that preservescorrectness.Themethodologyin this paper
is basedon therefinementsto specificationsstatedastran-
sition systems. In this paperwe usethe Term Rewriting
Systems(TRS) [2] framework to formally expressspec-
ifications. We note that we could have done the same,
maybenot assuccinctlyaspresentedhere,usingTempo-
ral Logic of Actions(TLA) [11], or Input/OutputAutomata
(IOA) [12, 14].

We have specifieda family of token passingprotocols.
One interestingobservation is that messagesare usedin
two differentways. One is to passthe token (potentially
with the messagehistory). Another is to pushthe system
alongcertainperformanceoptimizedtrajectories.Thefirst
requiresthat messagesarrive correctly, or at leastwith a
high probability aswell asa mechanismto resendin case
of failure (not consideredin this paper). As is usuallythe
case,raisingthelikelihoodof successis moreexpensive in
termsof severaldifferentresources.Thesecondcanbeac-
complishedusing“lightweight” messages,sincethey donot
impactsystemcorrectness,only its performance.

Token-passingprotocols,assometimesconsideredin the
literature,tradetokenaccessefficiency for loadsat certain
nodes,e.g., as is the casewith fixed tree-basedtopolo-
gieswherefast accesscomesat the cost of high loadsat



the roots. Our token-passingschemeis able to capture
in a singleprotocol the good load balancingand fairness
propertyof the ring, with theefficiency of logarithmicac-
cess.This is accomplishedin a fluid way, wherethetoken-
possessingnodescantemporarilyact asvirtual rootsof a
token-distributiontree.

Our futureplansincludemakingtheprotocolsmoredy-
namic with respectto the nodescomprisingthe network.
It is possibleto modify the protocol to handlenodesthat
asynchronouslyleaveandjoin thegroup.Thesearchmech-
anismneedsto know thosenodesthatarehalfway, 1/4way,
etc.,aroundthecycle. An approximationmaybesufficient,
andso nodesneedonly a set of a logarithmicnumberof
neighbors.Notealsothatby combiningtokentraversalwith
searching,theprotocolalreadyhasa way of handlingfail-
ures. If a node 0 with the token fails, then nothing will
happenuntil someothernode 6 needsthe token,at which
pointit will quicklydiscoverthatthetokenholderhasfailed
(provideda time-outbaseddetectionis available). Node 6
will thenget in touchwith 0 > # and 0 4 # . Thesetwo nodes
canthendetermineif 0 is really deadandif the tokenwas
at 0 . If so,they cangeneratea new token.

Acknowledgments: We thankGreg Malewicz for sev-
eralvaluableobservationsandcomments.

References
[1] Y. Amir, L. E. Moser, P. M. Melliar-Smith, D. A. Agarwal

andP. Ciarfella,”The Totemsingle-ringorderingandmem-
bershipprotocol,” ACM TransactionsonComputerSystems,
vol. 13,no.4, November1995,pp.311-342.

[2] Arvind and X. Shen,“Design and Verification of Proces-
sorsUsingTermRewriting Systems”,CSGMemo419,LCS,
MIT; to appearin IEEEMicro, 1999.

[3] S. Banerjeeand P. K. Chrysanthis,”A New Token Pass-
ing DistributedMutual ExclusionAlgorithm ”, In Proc.of
the16thInternationalConferenceonDistributedComputing
Systems,pp.717–724,HongKong,May 27-30,1996.

[4] H. Buhram, M. Franklin, J.A. Garay, J.-H. Hoepman,J.
Tromp and P. Vitanyi, “Mutual Search”,J. ACM, vol. 46,
no.4, pp.517-536,1999.

[5] Y-I. Chang,M. Singhal,andM. T. Liu. “A dynamictoken-
baseddistributedmutualexclusionalgorithm”,In Proc.10th
IEEE Int’ l PhoenixConf. on Computersand Communica-
tions,pp.240-246,1991.

[6] Communicationsof theACM, specialsectionongroupcom-
munications,vol. 39,no.4, 1996.

[7] F. Commoner, A.W. Holt, S. Even andA. Pnueli,“Marked
directedgraphs”,JCSS,vol. 5, no.6, pp.511-523,1971.

[8] J.-M.HelaryandA. Mostefaoui,“A ¯±°³²y´�µ�¶�·5¸ fault-tolerant
distributedmutualexclusionalgorithmbasedon open-cube
structure”,ResearchReport2041,INRIA, September1993.

[9] J.-M. Helary, A. Mostefaoui and M. Raynal, ”A General
Schemefor Token- andTree-basedDistributedMutual Ex-
clusionAlgorithms,” ResearchReport1692,INRIA-IRISA,
May 1992.Also in IEEE Transactionson Parallel andDis-
tributedSystems,Vol. 5, No. 11,pp.1185-1196,1994.

[10] L. Lamport,“Time, clocks,andthe orderingof eventsin a
distributedsystem”,Comm.ACM, vol. 21, no. 7, pp. 558-
565,1978.

[11] L. Lamport, “The Temporal Logic of Actions”, ACM
Transactionson Programming Languages and Systems,
16(3):872-923,1994.

[12] N.A. Lynch,DistributedAlgorithms, MorganKaufmanPub-
lishers,SanMateo,CA, 1996.

[13] N.A. Lynch and M.R. Tuttle, “Hierarchical Correctness
Proofsfor DistributedAlgorithms”, in Procof the 6th An-
nual ACM Symp.on Principlesof DistributedComputing,
pp.137-151,1987.

[14] N.A. Lynch and M.R. Tuttle, “An Introduction to In-
put/OutputAutomata”,CWIQuarterly, vol.2,no.3, pp.219-
246,1989.

[15] G. PetersonandM. Fischer, “EconomicalSolutionsfor the
Critical SectionProblemin a DistributedSystem”,in Proc
of the9thAnnualACM Symp.onTheoryof Computing,pp.
91-97,1977.

[16] M. Raynal,Algorithms for Mutual Exclusion,MIT Press,
1986.

[17] X. Shen,Arvind andL. Rudolph“CACHET: An Adaptive
CacheCoherenceProtocolfor DistributedShared-Memory
Systems”, In proceedingsof the 13th ACM SIGARCH
InternationalConferenceon Supercomputing,June1999,
Rhodes,Greece,1999.

[18] M. Singhal,“A Taxonomyof DistributedMutualExclusion”,
Journalof ParallelandDistributedComputing18(1),pp.94-
101,1993.

[19] R.Vitenberg, I. Keidar, G.V. ChocklerandD. Dolev, “Group
CommunicationSpecifications:A Comprehensive Study”,
MIT TechnicalReportMIT-LCS-TR-790,September1999.
URL http://theory.lcs.mit.edu/̃ idish/ftp/gcs-survey-tr.ps.


