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Abstract

Token rotation algorithmsplay an importantrole in dis-
tributed computing to supportsud activities as mutual
exclusion,round-iobin scheduling group membeship and
group communicationprotocols. Ring-basedprotocols
maximizethroughputin busysystemsbut canincur a lin-
ear, in the numberof processos, delaywhena processor
needdo obtaina tokento performan opemtion.
Thispapersynthesizethesetwo algorithmictechniques
thereby improving performance(responsivenesf logi-
cal ring protocols. The parameterizedechniquepreserves
the safetypropertiesof ring protocolsand maintainshigh
throughputin busy systemswhile reducingthe delay in
lightly loadedsystem#&roma linear to thelogarithmicfunc-
tion in the numberof processos. The algorithmic devel-
opmentis done using term rewriting systemswvhele our
parameterizedprotocol is developedin a seriesof safety-
preservingrefinementsf a basicspecification.

1 Intr oduction

Developingadaptve, token-basegbrotocolsfor mutualex-
clusion,groupcommunicationand otherdistributedalgo-
rithms, is difficult becauseof the subtleinterplay of cor-
rectnessand performanceconcerns.We developa generic
token-basegbrotocolthatcangive riseto mary implemen-
tations, eachoptimized for a unique set of performance
characteristicdut all having the samesafetycriteria. The
protocolsare developedfrom a high-level descriptionin
which the desiredpropertiesare basicallyself evident. A
successiownf refinementseachof whichis easilyshavn to
beassafeastheprevious,arepresentedSeparatingorrect-
nessfrom performancemakesit easierto devise complex
setsof rulesto improve performancewithout constantly
worrying abouthow they impactcorrectness.

The final refinedprotocol resultsin a mostresponsie
systemandis describedn just 8 rules. It is a token-based

*University of CaliforniaLos Angeles Dept.of Mathematics|.os An-
geles,CA 90095-1555Email: englert@math.ucla.edu

fMassachusettsnstitute of Technology Laboratory for Computer
Science, 545 Technology Square, Cambridge, MA 02139. Email:
rudolph@Ics.mit.edu . The work of this authorwasin part sup-
portedby DARPA undertheAir ForceResearcliab contract-30602-99-
2-0511.

$University of ConnecticutComputerScienceandEng., 191 Audito-
rium Road,U-155, Storrs,CT 06269. Email: aas@cse.uconn.edu
Thework of this authorwasin partsupportedby a NSF CAREER Award
9984778 NSF Grant9988304anda grantfrom AFOSR.

Larry Rudolphf

Alex Shvartsmarf

algorithmthat combinespassinga token arounda ring of

processorsvith alogarithmic,binary searchstrateyy. Like

thelEEE 802.4protocol,ring-basedschemegrovide good
throughputindervariedloads,stableperformanceinderin-

creasingloads,and ensuredair accesswith deterministic
guaranteesOntheotherhand,logarithmic,tree-basegro-

tocols, provide fair acceson averagefor moderateloads
and excellent responsenvhen the useis bursty but infre-

quent. Our adaptve schemeprovidesthe bestof both pro-

viding good andfair performancdor loadedsystemsand
quick, logarithmicresponseinderlight to moderatdoads.
A tokenflowsaroundthering, asin theusualring basecdap-
proach however, whensomenodewantsthetoken, search
messageandtrapsareusedsothatwhenthetokenis found,
it canbe quickly forwardedto a needynode.

This papercanbe seenasanexampleof atechniqueor
structuringdistributedapplicationsystemsasabstractom-
ponentghatmaybemappedo realisticdistributedarchitec-
tures. The componentare designedo implementspecific
applicationproperties.lt is desireabldor the propertiesof
the constituentomponentso be “orthogonal”in the sense
thattheanalysisof theresultingsystencanbederivedfrom
theanalysisof theindividual components.

Given applicationrequirementspur systemcan make

useof two qualitatively differentcommunicatiormodes:
(1) Componentsise“expensve” communicatiorservices;
the objecthereis to usethe guaranteesf theseserviceso
shaw the correctness/safefyroperties.
(2) Componentsise“cheap” messagingvithout firm guar
anteedo shepherdhe overall systemso asto enhancats
performancee.g.,if the systemmaintainsa circulatingto-
ken,the cheapmessagemay be usedashints designedo
alter the token rotationscheduleo divert the tokento the
nodeswith greatemeeds.

The correctnesf the systemis shovn by consider
ing only the “expensve” messagesyhile the cheapmes-
sagesdo not affect correctness.In particular the system
remainscorrectevenif no “cheap” messages ever sent.
The“cheap”messageareusedto shav conditionalperfor
mancepropertyof thesystem.In generalwe argueif acer
tainnumberof “cheap”’messagearesentandaredelivered
within certaintime boundsthenthe systenmcanachieve de-
sired performancegoals,e.g.,the overall distributed com-
putation makes progressor that it makes progressat a
known pace.

We considelasetof fully interconnectedodesvhere at
ary time,anodemaywishto obtainanexclusive possession



of abroadcasmediumin orderto multicastto all nodespor
to acquireexclusive accesso somesharedresourcejn the
sameglobal order For expository purposesit is simplier
to think in termsof broadcastingventhoughall our results
areapplicableto mutualexclusion.

Our token-passingsolution incorporatesan interesting
duality (push-pull). Whena noderequiresthetoken, it can
eitheractively try to find thetoken or the owner of a token
canactielytry tofind whichnoderequirest. In eithercase,
combininga rotationstratgy with a binary searchreduces
the numberof messageslt achiezesaresponsienessde-
fined asthe maximumtime betweensomeservicerequest
andthe satishctionof some(possiblydifferent)requestpf
O(log N) underall loadsandis fair.

Ourprotocolsaredescribedn a purelysyntacticfashion
making use of a Term Rewriting System. The proofs of
safetyarealsopurely syntactic. Associatinga meaningto
thesyntax,givesriseto afamily of implementations.

1.1 Relatedwork

Mutual exclusionprotocols[10, 16, 18] arevery important
in enablingcooperatie distributed computation. Token-
basedapproache$3, 5, 7, 8, 9, 13] have beenusedin de-
signingmutualexclusionandresourcemanagemenproto-
colsfor alongtime. Thesetoken-base@pproachemclude
ring-orientedsolutions,which requireup to a linear num-
berof messagesandtree-orientedolutionsthatrequirethe
numberof messageknearin the diameternf thegraph.
An important example of cooperatre distributed
systemsis provided by group communicationservices
(GCS)[6]. GCSsenableprocessesf a distributedsystem
to operatecollectively as a group. Different GCSsoffer
different guaranteesabout the order and reliability of
messagelelivery, seethe suney [19]. Logical tokenring
approacheso establishmessagerderingandto maintain
membershifhave beenusedin GCSse.g.,[1].
Anotherrelatedproblemis calledmutualsearch4]. In
this problem,a setof agentddistributedin a network need
to locateeachotherby queryingthe nodesof the network.
Herethemodelcanbeinterpretedasa setof clients(token
requestssearchingfor resourceqtokens). (Seealsothe
relatedproblemggivenin theappendixn [4].)

1.2 PaperOrganization

The structureof the restof this paperis asfollows. The
formal foundations definitions,and notationare first pre-
sentedin Section2. Section3 presentghe basicprotocol
andits refinements$eadingto alocal history protocolusing
tokenpassingPerformancéssuesareaddresseth Section
4. Section5 concludeswith a discussiorandextensions.

2 Foundations

Our protocolsaredescribednformally aswell asin a pre-
cisesymbolicmanner This sectiondescribe®ur modelof
computatiorandtheformal protocolspecificatiomotation.
The distributedcomputingsettingis assumedo consist
of a finite setof processorcommunicatingby meansof

messag@assingandsharingno commonstorage.The pro-

cessorshave unigueidentifiersfrom a finite set?, where
N = |P] is the numberof processorsandthe communi-
cationnetwork is a completegraph. We assumecomplete
asynchrog and make no assumptiongbouttime or com-
municationdelayswhenwe reasoraboutthe safetyproper

ties. However, to establishthe performanceesultswe in-

volve operationateasoningaboutexecutionsaassuminghat
the communicatioroccurswithin boundeddelaysandthat
local eventstake neggligible time.

We useTerm Rewriting SystemqTRS’s) to defineour
protocol. TRS's have beensuccessfullyusedto modelmi-
croarchitecturef?] andto specify cachecoherenceroto-
cols[17]. A TRST = (X, R) consistof a setof termsX
anda setof rewriting rulesR. Thetermsrepresensystem
statesandthe rules specify statetransitions. The general
structureof rewriting rulesis asfollows:

s1 — sz (if p(s1))

wheres; ands, aretermsandp(s;) is anoptionalpredicate
abouts; .

A rule canbe usedto rewrite atermif its left-hand-side
patternrmatcheshetermor oneof its subtermsandthecor-
respondingredicatejf ary, is true. If severalrulesareap-
plicable,thenary oneof themmaybeapplied.If noruleis
applicablethenthetermcannotberewrittenary further. A
rewriting stratgy canbe usedto specifywhich rule among
theapplicablaulesshouldbeappliedateachrewriting step.
A sequencef terms(possiblyinfinite), startingwith some
initial termandobtainedby successie applicationof rules
is calleda reduction. A pathis a subsequencef a reduc-
tion.

Notation: It is importantto distinguishbetweervariables
andconstantsvhile patternmatching. A variablematches
ary expressionwhile a constantmatchesonly itself. We
will follow the corventionwherevariablesand constants
are representedby identifiersthat consistof English and
Greekletter, respectiely. Identifierswith uppercaselet-
tersarevariables,andusuallyrepresensets. We use‘ —’,
thewild-cardterm, asa placeholdeffor ary possibleterm.
When a wild-card appearsin the sameposition on both
sidesof the re-rawrite rule, thenwe assumethat it is left
unchangedby therule (this corventionsenessolelyto un-
clutter the rules by reducingthe numberof symbols). We
use‘|’ asaterm catenatiorconnectve wherethe ordering
doesnot matter(i.e., ‘|" is associatie and commutatve).
Additional notationusedthroughoutthis paperis givenin
Figurel.

Our systemswill be describedfrom a global point of
view. Henceto ensuresafetywe needto ensurethat all
local eventsat a nodeare capturedoy our systemdescrip-
tion, our setof rules. We formalizethis with the following
definitions:

Definition 1 A history is a sequencef eventsof interest
thatare observedocally. Anodemayalsoreceivea history
in a messge fromanothernode andit canappenda local
eventto the history.



Thesetof processorss P.

Givenacyclegraph(P, £) andz € P, we definezt! to bey suchthat(z,y) € £. In thesamevein, zt2 is (z11)*1,
ztm isthent® successoof z, andz—™ is suchy thaty*™" = x.

Thenotation||,,;z(j) denotesanunorderedist of termsz(j) suchthatfor each; the predicatep(j) is satisfied.E.g.,
Il jeq1,2,33J standsfor 1|2|3.

@ istheappendperator

We defineg,, to bethedistinguishedsymbolfor eachz € P. It identifiesz andit senesastheleft identity for @; we
useto denoteanemptytokenrequestor .

We definer, to bethedistinguishedgsymbolfor eachr € P. We user, to denoteatokentrapseton behalfof processor
Z.

Let A andB be(ordered)sequencesverC U D. We definetherelation' C’ sothatA C B whenA is aprefixsequence
of B, andwe definetherelation' C¢’ suchthatA C¢ B whenA is aprefixsequencef B oncethey areprojectedonto
theelementof C.

Figurel: Definitionsandbrief explanationof additionalnotation.

Definition 2 A protocolis saidto satisfytheprefixproperty
if each nodes individual history is a prefix of the global
history.

3 BasicProtocols

The high level global specificationis presented t is then
refinedin threestepgo eliminateary globalstateor instan-
taneousactions. The refinemenistepsare small making it

easyto prove thatthey maintainthe safetyproperty

3.1 Global Specification— SystemS

At ary time, a nodecandecideit needsto broadcastnd
becomesa readynode. The dataof somereadynodeis
broadcasto all thenodes.Two rulescapturethesetwo ba-
sic operationsaand defineour first protocol, SystemS. We
considerthe set() to be the setof nodesandtheir broad-
castdata,encodedaspairs(z, d;). Theintentionis thatz
is anodeandd, is thedatait wishesto broadcastlnitially,
eachnodehasno datato broadcastandso () is initialized
to N pairs(z, ¢,), whereg,, is adistinguishedo-message
symbolfor eachnode. Thefirst rule captureghe notion of
anodewantingto broadcassomedata— the approriatepair
in @ is updatedo containthe new datato broadcast.

Datais broadcasto all the nodesby appendingt to the
historylog of all broadcastmessagesThis is capturedby
rule 2, thatremovessomepairfrom ) andappendshedata
to a history log of messagesH. Figure2 givesa purely
symbolic,precisedescription.

We notethatrule 2 ensureghat SystemS satisfiesthe
prefix property Fromnow on,wewill usethisfactto obtain

thesafetypropertyfor morerefinedsystems.

3.2 Local Histories — SystemS1

Ouir first refinements a prepatorystepthat will led to an
eliminationof the globalhistory We introducelocal histo-
ries, P, maintainedby eachnode.In SystemS1 theglobal
historyis copiedto local historyrecords.A nodemay per
form this copy at ary time — it is a performanceassueas
to exactly whenthe copy shouldhappenput from a safety
point of view, the nodescan performa copy in ary order
andatary time.

SystemS1 consistof threerules,seeFigure3, thefirst
two areessentiallythe sameasin SystemS. Thethird rule,
which canbeinvokedatany time, copiestheglobalhistory
to somenodeslocal, prefix history

Lemmal Slsatisfieghe prefixproperty

Proof sketch: Giventwo statesn S1,C andD, suchthat
thereis a pathfrom C to D, onecanmapeachstatein S1
to a statein S undera mappingM andit is easyto shav
thatthereis a pathfrom M (C) to M (D) in S.Hencesince
S satisfiesthe prefix property S1 does. The mapplngls
trivial, justignorethevaluesof P.

Exactly how andwhena nodeupdatests prefix history
canbeestablishe@itherwith additionalrulesor by refining
the currentrules. Although this will limit the numberof
possiblestateghatthe systemcanenter it will not violate
thecorrectnesgproperties.

3.3 Token Passing— SystemToken

The broadcastule can be restrictedto the time whena
node hasthe token. The transitionsand reachablestates
of suchasystem|ik e theonerepresentedsSystemloken

in Figure4, areclearlyapropersubsebf thetransitionsand



SystemS

0 [ Initial state(Q, H) (Teer(z, ¢2), 9)
1 (Q (:L'sz)a _) - (Q|($7dz D neww): —
2] Q(z,d;), H) — (Q, Heod,)

Figure2: SystemS, The base,abstracprotocol. Whena nodewishesto broadcastit addsa new datumto ). H is the

globalhistory of thebroadcastslt is anorderedset.

SystemS1
0 | Initial state(Q, H, P) . (leer(,¢0) , 9, [lecr(z,0))
1] (Qlz,ds), —, -) — (Qz,ds ®newy) , —, -)
2| (Qf(z,ds)  H , -) > Hod,, -)
(3] (= H L Plly,—) — ( ; H, Ply,H)) |

Figure3: SystemS1, ThesetP is thecollectionof all thelocal historyprefix variablesIt containgpairs(i, H;), which can
representhelocal prefix history H; for nodei. Thefirst two rulesarefrom SystemS, but with anextra parametefield.

reachablestatesof SystemS1. Thus,it is easyto shav that
it too satisfieghe prefix property

Lemma?2 SystenToken satisfieghe prefixproperty

3.4 A Distributed Protocol— SystemMessage-Rssing

A someavhat lessabstractprotocol doesnot have explicit
global stateand usesmessag@assingto corrolatethe lo-
cal statesat disjointnodes.SystemMessage-Passing is a
refinemenbf SystemToken with thesetwo features.

The “history” global variableis not maintainedin ary
single place, ratherit is passedaroundthe nodesas part
of somemessage Whena messagarrivesat a node,the
“history” componenbf the messagaodecanbe usedby
the nodeto updateits local prefix history. In the protocol
specificationye follow the corventionthata setwith pairs
(4,7) indicatesthat node: containsdataj, thusthe setis
distributedamongthenodes.

We also must translatethe single rule that instanta-
neouslychangestateat two differentnodes nto the more
realistictwo rules: onefor sendingandanotherfor recev-
ing messagestachnodehassomeinput setandanoutput
setof messagesthe totality of thesesetsfor all nodesin
the systemis representedrespectiely, by the input set
andtheoutputsetO. Thesesetsaremaintainediusingarule
that modelsmessageassing. Onceagain, eachof these
setsconsistsof pairs (i, j) indicatingthatnode: hasmes-
sageg. Notethattheintentionis to modeldistributedsets
of messageghefactthatthesearerepresentetly “central-
ized” setsI andO is simply dueto notationalcorvenience.
The specificationfor SystemMessage-Passing is given
in Figure5.

It is easyto show correctnesby usingtheideaof drained
states. A statein SystemMessage-Passing is mapped
backto a statein SystemToken by gettingrid of statesn
whichthetransmissiorsetsareempty by stoppingarny nen
transmissionsand letting everythingdrain. We also map

themaximal H, in SystemMessage-Passing to H in To-
ken.

Lemma 3 SystemMessage-Passing satisfiesthe prefix
property

4 Performancelssues

Oftenthereareseveral competingcriteriafor optimization.
Traditional protocolsintegrate performancewith correct-
nessmaking it difficult to modify a protocol to improve
its performancavithoutviolating somecorrectnessriteria.
Our approachis to separatehe two concerns. The basic
protocoljust describedsaysnothingaboutperformancelt
assumedghat the token can be passedo any nodeand at
ary time, leaving wide scopefor implementationTherules
specifya large setof behaiors, someof which arehighly
inefficient. This sectionrefinesthe setof behaiors to just
thosethatperformwell in regardsto the performancerite-
ria of waiting time andnumberof messages.

Let us call a nodethat requirethe token a readynode
otherwiseit is anidle node. It is a non-responsie system
thatwill passthetokento mary idle nodeswhile thereare
readynodeswaiting for it.

Definition 3 The Responsienessof a systenis the maxi-
mumtime period during which at leastone noderequires
thetokenanduntil thetokenis givento a readynode

Notethatresponsienesss notthesameasaveragewait-
ing time. For example,whenall nodessimultaneouslye-
quirethetoken,theresponsienesss O(1), whereasheav-
eragedelaycanbe O(N) sinceat leasthalf the nodeswill
have to wait N/2 cyclesbeforethey getthe token. Also
note that the time periodis not from the time a nodebe-
comesreadyto thetime the samenoderecevesthe token,
but ratherfrom the time a nodebecomeseadyto thetime



SystemToken

0 | Initial state(Q, H, P, T) (lzep (2, ¢2) 9 Nzep(@,0) 2)
1 (Q'('T:dLE) Ty T ’_) — (Q|($)dw®new$)!_ y s T
12] Q(z,dy)  H,Pl(z,—),2) — (Ql(x,6s) H&d, , Pl(z,H® dy) ,y) |

Figure4: SystemToken, Theseconduleis acombinationof rules2 and3 of SystemS1. A tokenpassingnechanisnis
representedy restrictingthe updateto the global history record. Nodex canappendts dataonly whenit hasthe token,

whichis representetly thefourth (rightmost)field 7.

SystemMessage-Passing

0 [ Initial StatE(Q,P, TJ IJ O) (||1‘€7’(m7¢$)7 ||$€7’($7¢)7w7¢7¢)
1 (Q|(.’L’,dw),—,—,—,—) - (Q|($7d$ @neww),—,—,—,—
| 2 | (_7_)_7I7O|($7 (yam))) —)(—,—,—,I|(y,(x,m)),0) |
3 (Q|(.’L’,dz),P|(.’E,H),$,—,O) - (Q:P ("I::H@ dw)ala_aol(ma (yaH @dz)))
4 (—,P|(£E,—),J_,I|(£E, (yaH))a_) - (_7P (JE,H),QZ,I, _)
3 | (Ql(z,do), Pl(z, H),2,—,0) = (Q,Pl(z,H & dy), L,—,0(z,(y, H ®dy)))
(wherey = 2t1)

Figure5: SystemMessage-Passing, Thehistory H is nolongerexplicitly in the global state,but is passedroundasa
messageThetwo new parameters] andO, represenmessag@assingoetweemodes.Eachnodehasaninput setandan
outputset. Theoutputset,O, containsthe pair (z, (y, m)) thatrepresents: sendinga messagen to nodey. Theinputset,
1, is similar, where(z, (y, m)) meanghatz hasreceveda messagérom y containingdatam. The specialdistinguished
symbol L representshe casewherethetokenis in transitandthusno nodehasthe token. To guarantee circular token
rotation,replacerule 3 by rule 3'. Thiswill be usedto make certainperformanceyuarantees.

atwhich areadynode,not necessarilfhe samenode,gets
it.

In reasoningaboutthe performancef our protocolswe
associatehecostof zerotime with rulesthataffectonly the
local stateof a node,andsomeconstantime costwith the
rulesthatresultin messag@assingj.e., therulesthatadd
datato ary pairin O, theoutputset.

When consideringthe performanceand responsieness
of aspecificsystemwe restrictthe conditionsunderwhich
certainrulesmay be applied. Theseconditionsalwaysin-
volveonly thelocal state(andthuscanbeviewedasspecific
implementatiordetails). Clearly ary resultingbehaior of
theconstraineaystenis alsoa possiblebehaior of theun-
constrainedystem.

We now slightly modify SystemMessage-Passing, re-
placingrule 3 with rule 3’, Figure5, to obtainaresponsie-
nessof O(N) for N nodes.

Lemma4 SystemMessage-Passing with Rule3’ hasa
responsivenessf O(N) for N nodes.

Proof sketch: We assumea cycle graphonP. Theclaim
followssincerule 3' ensureshaty mustbethe successoof
z. Thisyields a responsienesof O(N). Whenno node
requiresthe token, it simply cyclesaroundthe nodes. As
soonasa nodedoesrequirethe token, it will take at most
N messagelelaysuntil thetokenarrives. m|

4.1 Non-deterministic Search

It is easyto seethatthebestresponsienes®f thesystems
obtainedwhenthetokenis alwayspassedo a readynode.

The problemis how doesthe node with the token know
which noderequiresthe token, or, alternatvely, how does
anactive nodeknow who currentlyhasthetoken.

Ratherthanhave thetokencycle over all the nodesit is
possibleto sendrequestmessageto all the nodes,asking
for thetoken. Eachnodemaintainsa setof traps,IW, indi-
catingwhich nodeswantthe token. Whena nodereceves
thetoken,it will forwardit to whichesernodewantsit. The
rules for this specification,SystemSearch, are givenin
Figure6.

Notethatthesearchmessageandtrapsfor now only en-
ablefurtherrefinementghatwill ensurehigh performance.
The non-deterministimatureof the rules permitall kinds
of behaviors. We shav oneoptimization(thatlimits the set
of possiblebehaiors of the system)sothatwe cangetthe
sameresponsienessasin SystemMessage-Passing.

Lemma5 SystenmSearch can be modifiedto havea re-
sponsivenessf O(N) for N nodes.

Proof sketch: To obtaina responsienessof O(N) for
N nodesfor SystemSearch, we modify the Systemwith
the following restrictions: Rule 4, in which the token can
be givento somearbitrary nodeis disabled(by imposing
a preconditionfalse). Rule 3’ from the modified System
Message-Passing is addedto the system. Rules5 and
6 arerestrictedso that they sendmessage$o their cyclic
neighborgby requiringthaty = z*! andu = 2! respec-
tively).

The restrictionsforce therequestdo traversethe nodes
in acyclic order It is now easyto seethatwithin N message
delaysthetokenwill befoundandsendto therequester O



SystemSearch

0 [l ste(@, P T L0 W) (lecp (@ 6a)s Tocp (@0),2,0,8,0)

1 (Ql(-’ﬂ d ) — _J_a_a_) _>( |('T d Ganewr) T Ty Ty Ty T

2 ( O|($a (yam))a_) _>( > T T Il( (.’L’ m)) O _)

3 (—,P|(.CL', )JJ‘J |($7 (y7H)) )_> (_7P(:L' H ) Ly I )

4 (Q|($,dm),P|($,H),l’,—,O,—) — (Q,P (:L. H@d ) O|(CL', (y:H@dz));—)
5] (Qlx,ds), = ——,—, 0, W) = (=== =0l (y,Tz)),Wl(w,Tz))

6 (—— [z, (y,Tz)) 0.W) —>( == 1 OI(w, (u, 7)), W[z, 7))

7] (=Pl H),2,—, 0, Wl(w,7,)) = (= Pl(e, H), L, —,Ol(z, (y, H)), "))

Figure6: SystemSearch, non-deterministitokensearchareimplementecasRules5, 6, and7. Rule5: Generaténterest
by settingtrap 7, for nodez andsenda messagé¢o someothernodeto trapandreturnthe messageRule 6: If asled, set
atraplocally for thetokenandcontinueto asksomeothernode.Rule 7: If have trapandtokenthenremove trapandsend

token.

4.2 Binary Search

The circular token rotation restrictionof SystemSearch
obtainslinear responsienesswhich is inherentin the se-
guentialsearchstratgy. A responsienesf O(logn) is
possibleby doing a parallel searchon the orderednodes;
a noderecursvely askstwo othernodesto searchfor the
token. However, sucha searchrequiresan unreasonable
numberof messagesn the worst caseit takes©(n) mes-
sagedor eachnodethatrequireghetokenandtherecanbe
mary bottlenecksaswell.

It is someavhat surprisingthat a more efficient protocol
resultsfrom combiningthe two modified protocols. That
is, the tokenflows arounda ring. Wheneer a nodewants
the token, it sendsspecial“gimme” messageto the node
directly acrossthe (logical) ring. A nodereceving a spe-
cial messageitherreturnsthetoken,if it hasit, or it laysa
local“trap” andsendsa “gimme” messagéalfway around
eitherin the clockwiseor counterclockwisedirectionde-
pendingon whetherthe token hasbeenat the nodebefore
or afterit beingattherequestinqiode.Thetokencontinues
to flow aroundthe ring againfrom whereit wasfirst inter-
cepted.Figure7 givesthe preciserules— we call this spec-
ification SystemBinarySearch (Figure8 illustratesrule 6
of thesystem).

There are several desirablepropertiesof our binary
searclprotocol.

Theorem1 System BinarySearch satisfies the prefix
property

Proof sketch: Follows by mappingstatesto the lessre-
strictedprotocol. O

Lemma6 In SystenBinarySearch ead tokenrequestis
forwardedO(log N) timesfor N nodes.

Proofsketch: If thetokendoesnotmove,i.e.,Rule4isnot
invoked, thenwithin log N messageycles,a searchmes-
sagewill reachthe nodethathasthetoken. If thetokenis

moving thenit will bumpinto atrapwithin log N message
cycles. ]

Theorem 2 SystenBinarySearch with the additionalre-
quirementthat the token trapsare locally stored and pro-
cessedn FIFO order, hasa responsiveness O(log V) for
N nodes.

Proof sketch: Thisfollows from the constrainiof System
BinarySearch andLemmasé. m|

Theorem 3 SystenBinary Seach is log N fair. Thatis,
duringthetimewhensomenodez wantsthetoken,timet,
and getsit, time ¢, no onenodegetsthe token more than
log N times,andthere are no more than N possessionsf
thetokenby othernodes.

Proof sketch: We needto shav that somenodecannot
getthetokenmorethanlog N timeswhile someothernode
wantsit. Supposéhetokenis atnodez, thatnoder contin-
ually requestshe token,andthatnodew alsorequestghe
token. Within log N messagsteps the requestfrom node
w will arriveatnodex by thebinarysearch Assumingthat
nodeshandlemessageandsatisfyrequestsn FIFO order,
thenwhennoder returnsthe token, it will be sentto node
w.

Similarly, if all nodessearctfor thetoken,thennodew’s
requestwill be satisfiedwithin N + log N messagesteps.
m|

It is alsopossibleto have nodeskeeptheir requestdo-
cal and have the token find which nodewantsit. Thatis,
if a nodehasthe token, it sendsout probingmessage$o
seewhich nodewantsthe token. Onceagain,if the token
or somedummy requestcycles aroundthe nodes,thena
binary searchcanbe performedrequiringonly logarithmic
numberof messagematherthanlinear. Finally, it is possible
to combinebothschemes.

4.3 Simulation results

We have conductedan empirical study by implementinga
simulationof SystemBinary Search andtheregulartoken



SystemBinarySearch

0 [ Initial state(Q, P, T, 1,0, W) ! (lzep(@; 02), loep(z,90), 2, 0,6, 0)
1 (Ql(xadz)a_a_a_a_a_) _>(Q|( d @newm) _a_a_a_a_)
2 ( LI 50|($7 (yam))a_) _>(_a_a_ I|(y,(x m))aoa_)
3 (—,P|(Z',—),L, |($,(y,H)),—,—) —>(—,P(m,H),x,I,—,—
4 (Ql(JE,dm),Pl(m,H),ﬂf,—,0,—) — (Q:P (a:,H@dx),J_,—,OKa:, ($+15H@dm))a_)
5 (—,P(Z‘,H),—,—,O,W) _>(_ P(xﬂH)a_7_7O|(ma(yaN HaTx))aw(m7Tw))
6 (—,P (Z'aH)7_ |( (yan H27Tz))70 W) _>( P (QT,H), I Ol( (U, g;HZaTZ))JW ('TaTZ))
Whereu =z n/2 if H Co H,,
andu = 2*"/?if H, Cc H
7 (_7P|($ H) 707W|($=Ty)) — (_ P (iL',H),J_,—,Ol(.Z', (yA7H))7W))
8 (Ql(z, ), Pla, =), L 1[(x. (4, 1)).0, =) = (Q. Pl(@, H & dy), L, 1,0[(@, (v, H & ;). )

Figure7: SystemBinarySearch, is a combinationof a circulartokenrotationanda binary searchfor thetoken. Thefirst
four rulesarethe sameasin SystemSearch. Themorecomplicatedsearchmessagesontainthelocal prefix historyof the
requestingnode. Rule 6 comparesvhatthe requestingrodehasseenwith whata hasseento decidehow to continuethe
search(A C¢ B istheprefix comparisorof historieswhenthe historiesareprojectedontothe circulartokenring rotation
events.) Rule 7 sendsthe tokento the requesteindicatedby thetrap ,; the decorated;j indicatesthatthe tokenis to be
returneduponuse.Rule 8 getsthetokenin responséo a searchrequesaindthenimmediatelyreturnsit to thesender

@ Token rotation Tokenrotation ()
Nodez Nodez/4§\
Nodez*+m/2 i i Nodez /2
H CcH &/ v HCo H,
Nodezx Nodex
History H History H

Figure8: lllustration of Rule 6 of SystemBinarySearch: (a) the history H, of the requesteat the time of requests a
prefix of the history H at nodex (whenprojectedontothetoken circulationevents)— searchcontinuesclockwise;(b) the
history H atnodez is aprefix of thehistory H, of therequesteatthetime of request searctcontinuesounterclockwise.

rotationprotocol. Their behaior is obsenedundervarious
load scenariosFigures9 and10. In eachsimulation1000
roundswereperformed,.e., thetokenvisitedeachnodeat
least1000times. Figure9 presentghe resultsof a simula-
tionwheretheloadis fixedsothatonaveragegvery 10time

units,oneof the nodesin the systemmakesarequest.The
curvesshaw, thatusinga regularring algorithm,the aver-

ageresponsienessapproachesO, theaveragedistancebe-
tweennodesonthering thatmake arequestUsing System
Binary Search, the averageresponsienesss boundedoy

log n, wheren is thenumberof processorsThis s further
illustratedin Figure10. Herewe decreasehe load andfix

thenumberof processorgn = 100). Using SystemBinary

Search, the averageresponsienesapproachekgn from

belown. For the regularring algorithmthe averagerespon-
sivenesapproaches /2(= 50).

4.4 Optimization considerations

In thissectiorwe briefly discusssomeof thenumeroupos-
sible optimizationandrefinementlternatvesfor our non-
deterministicand binary searchprotocols. First of all, we
have utilized unbounded-sizeetsandhistoriesfor simplic-
ity of presentationlt is easyto boundthe size of the sets
by throttling therequestandmessagessuedatthenodes.
For the ring protocolsthe historiescanbe boundedby in-
troducingthe notionof aroundandusingroundcounters.

The protocol given by SystemBinarySearch can be
viewed as a delegatedsearch. Here,the searchmessage,
onceissuedby the requestingnode, finds its way to the
token with the help of othernodes. Nodesremembetthe
searchrequestshey receive from othernodesin the form
of trapsthatarestoredocally. To reducehestoragecostof
the protocolwe wantto garbage-colledhe obsoletetraps.
This givesriseto two differentalgorithms:

Token-rotation clean up. Here the token itself is used
to remove old traps during subsequentoken rotation
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rounds. The token cancarry enoughinformation, e.g.,
round number information aboutthe satishction of a
searchrequestto enablethe nodego cleanup.

I nverse token clean up. The token after, it was found, is
not passedlirectly to the requestingnode, but rather
tracesthe trail left behindby the searchmessagesin
doingso,it removesthetrapsenrouteto therequester

Another modification to the protocol would be the
directed seach, where searchmessageslo not migrate
through the ring but insteadare always returnedto the
searchingnodeinforming it whetherthe token wasfound
or not. This increasegdoubles)the numberof search
messageBom log N to 2log N in theworstcase however
if the token reacheghe searchingnodeduring the search
dueto its normalrotation, the searchcanbe stoppedthus
savzing somenumberof messages.

In yet anotherfurther extension,nodesensurethat they
have only one request(one “gimme” messageputstand-
ing. All otherrequestshat arrive are delayeduntil the
first requeshasbeensatisfied.This reduceghe numberof
“gimme” messaget be no morethanthe numberof token
passingmessages.

Finally, we notethatthe speedof token passingaround
thecyclecanbevariedaccordingo thedemand- veryslow
whenonly a few nodesrequirethe token and muchfaster
whenthereis highdemand.

5 Conclusion

The methodologyfollowed in this paper provides wide
scopefor performanceoptimizationsand adaptve tuning.
In particular adaptve algorithmscanoftenbeimmediately
derivedfrom theabstractpecificationsn amethodicalvay
that preserescorrectnessThe methodologyin this paper
is basedbn the refinementgo specificationstatedastran-
sition systems. In this paperwe usethe Term Rewriting
Systems(TRS) [2] framework to formally expressspec-
ifications. We note that we could have done the same,
maybenot as succinctlyas presentedchere, using Tempo-
ral Logic of Actions(TLA) [11], or Input/OutputAutomata
(ICA) [12, 14).

We have specifieda family of token passingprotocols.
One interestingobsenation is that messagesre usedin
two differentways. Oneis to passthe token (potentially
with the messagdistory). Anotheris to pushthe system
alongcertainperformanceptimizedtrajectories.Thefirst
requiresthat messagesirrive correctly or at leastwith a
high probability aswell asa mechanisnto resendn case
of failure (not consideredn this paper). As is usuallythe
caseraisingthelikelihoodof successs moreexpensvein
termsof severaldifferentresourcesThe seconccanbeac-
complishedusing“lightweight” messagesincethey donot
impactsystemcorrectnesspnly its performance.

Token-passingrotocolsassometimegonsideredh the
literature,tradetoken accesfficiengy for loadsat certain
nodes,e.g., asis the casewith fixed tree-basedopolo-
gieswherefastaccesscomesat the cost of high loadsat



the roots. Our token-passingschemeis able to capture
in a single protocol the good load balancingand fairness
propertyof thering, with the efficiency of logarithmicac-
cess.Thisis accomplishedh afluid way, wherethetoken-
possessingodescantemporarilyact asvirtual roots of a
token-distritutiontree.

Our future plansincludemakingthe protocolsmoredy-
namic with respectto the nodescomprisingthe network.
It is possibleto modify the protocolto handlenodesthat
asynchronouslieave andjoin thegroup.Thesearchmech-
anismneeddo know thosenodeghatarehalfway, 1/4 way,
etc.,aroundthecycle. An approximatiormaybesuficient,
and so nodesneedonly a setof a logarithmic numberof
neighborsNotealsothatby combiningtokentraversalwith
searchingthe protocolalreadyhasa way of handlingfail-
ures. If a nodez with the token fails, then nothing will
happenuntil someothernodey needshe token, at which
pointit will quickly discorerthatthetokenholderhasfailed
(provided a time-outbaseddetectionis available). Nodey
will thengetin touchwith = andz*!. Thesetwo nodes
canthendeterminef z is really deadandif thetokenwas
atz. If so,they cangenerate new token.

Acknowledgments: We thank Greg Malewicz for sev-
eralvaluableobsenationsandcomments.
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